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Copyright:

Copyright © 2023 InfraSensing BV

Allrights reserved.

Reproduction without permission is prohibited.

Software:
The software described in this manual is furnished under a license agreement and may be
used only in accordance with the terms of that agreement.

Trademarks:

ServersCheck is a trademark of InfraSensing .

All other trademarks or registered marks in this manual belong to their respective
manufacturers.

Disclaimer:
Information in this document is subject to change without notice and does not represent a
commitment on the part of InfraSensing.

InfraSensing provides this document “as is,” without warranty of any kind, either expressed
or implied, including, but not limited to, its particular purpose. InfraSensing reserves the
right to make improvements and/or changes to this manual, or to the products and/or the
programs described in this manual, at any time.

InfraSensing has made this document to the best of its abilities. However InfraSensing
assumes no responsibility for its use, or for any infringements on the rights of third parties
that may result from its use.

This product might include unintentional technical or typographical errors. Changes are
periodically made to the information herein to correct such errors, and these changes are
incorporated into new editions of the publication.

Warranty:
For the warranty on this product please visit https:// InfraSensing.com/
OPENING SENSORGATEWAY OR EXTERNAL SENSOR PROBE VOIDS THE WARRANTY
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1. Introduction

1.1. ServersCheck Monitoring Software

The ServersCheck software is a browser-based tool for monitoring, reporting and alerting
on system availability.

It enables you to:

¢ Monitor Infrastructure Sensors - monitor our very own set of sensors
https://ServersCheck.com/sensors/ and any other 3rd party sensors.

e Network Monitoring - perform monitoring checks of your own network and also
your ISP network.
https://ServersCheck.com/monitoring-software/network-monitoring.asp

e Systems and Server Monitoring - able to monitor infrastructure and network
layers in a server room. And also the systems running in your data center
environment: physical, virtual or cloud based
https://ServersCheck.com/monitoring-software/server-monitoring.asp

e Web Applications Monitoring - ability to monitor the availability and
performance of applications running on your environment.
https://ServersCheck.com/monitoring-software/application-monitoring.asp

1.2. What's New on version 14+
This is the new version of the ServerCheck Monitoring Software.
e Responsive interface working on any platform: desktop, smart phone or tablet.
e Complete redesign of the software's back-end engine for performance.
e New graphing engine (client based)
e HTMLS5 powered
e Support for all sensors
e Control capabilities (for 1O controls on Sensorhub)
e Desktop notifications via Chrome and Firefox including badge notifications
e Thermal and humidity heat maps redesigned
e Leak maps showing location of water leaks

e Support for 3rd party SNMP sensors
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1.3. ServersCheck Monitoring Touch Appliance
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1.4. Overview of the Appliance

The Appliance is a small 10T device with the award winning ServersCheck
Monitoring software preloaded and optimized. This award winning software and
appliance enables you to centrally monitor, report and alert on your ServersCheck
sensors and additional checks. With its innovative design, you can also monitor 3rd
party sensors, your network and servers.

1.6. Technical Specifications

e Operating System: Windows 10 Enterprise loT

e Processor (CPU) : Intel® Pentium® Gold Processor 4425Y / Intel Core M with  the
optional MON-TOUCH2-LTE

e Memory (RAM): 4 GB DDR3L / 8GB with the optional MON-TOUCH2-LTE

e GPU:Intel® UHD Graphics 615

e Default Storage : 64 GB / 128 GB with the optional MON-TOUCH2-LTE (can be
expanded up to 1TB via SD card)

e Network : Wifi 2.4 and 5 Ghz

e Software : ServersCheck Monitoring Software
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1.6. Image and Parts of the Appliance
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1.7.

1.8.

1.9.

Powering the Appliance

1. Connect the following for the initial setup:
a. USB keyboard and mouse to any of the USB ports
b. HDMI cable for monitor capability
c. Using a Micro USB adapter, power the device on (you should see a red light)

2. Press and hold the power button for 10-15 seconds or until the initial image is
shown on your screen.

3. Loginusingthe password "admin" (all in lower-case) under the username
ServersCheck.

Note: Any standard USB adapter (such as a cell phone wall charger) with at least 2A of
current can be used as a power supply. A standard PoE connection can be used as well.

Other Pre-installed software
In addition to the Monitoring Software, the ff. comes pre-configured on the device:
e Devicedrivers for Display, Network Adapter, sound, USB, Wifi and
Bluetooth
e Optimized Operating System with additional software as needed by

ServersCheck

The appliance firewall and network configuration are already optimized to work with the
ServersCheck Monitoring Software.

The appliance is made out of the box and start adding checks on your monitoring
platform simply by knowing the IP address assigned to your Appliance. (See Section 2.3)

Installation Requirements of The Monitoring Software

Minimum System Requirements:

*

*

*

*

Processor: Intel Cherry Trail 78300 Quad Core 1.8GHz

Operating System: Pre-installed full edition of Windows 10

RAM: 2GB DDR3L

Storage Capability: 32GB

GPU: Intel HD Graphics, 12 EUs @200-500 Mhz, single-channel memory
Windows 7, 8, 10 - Windows Server 2008, 2012 and 2016 (32 bit)

Browser: Internet Explorer 10+, Firefox 4+ (Recommended),
Safari 6+, Google Chrome 32.0.1700+

A TCP/IP protocol stack.

Windows System Requirements:
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* PORT 1272 -- ServersCheck operates by using port 1272. You must ensure

that there is no proxy client, such as ISA, running that could prevent Serv
ersCheck from starting its internal webserver.

* SMS Alerting -- In order to receive alerts through SMS we recommend fo
r you to Purchase Premium Credits.

* Requires Administrative privilege on the computer

* with software version 15 and above you can also access the software on
port 80 by default

2. Getting Started

2.1. Installing the Software on Windows

1. Double click the installation file (setup.exe) to start the installation program.

Make sure to be logged in as an Administrator on the system on which you will
install the software.

2. Follow the on-screen instructions.

3. Youwill be prompted to accept the terms of the license agreement before you

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

ithis document is a legal agreement between you (gither an individual or a single A
entity), the "END USER, " and ServersCheck BVBA, the "AUTHOR". By installing,
copying or otherwise using the enclosed SOFTWARE you agree to be bound by

the terms of this license agreement. As used in this License agreement, the term
"SOFTWARE™ means the SOFTWARE incuded on the CD, disk media, or otherwise
electronically supplied SOFTWARE provided with this License Agreement. The

term "SOFTWARE™ does not indude any SOFTWARE that is covered by a

separate license offered or granted by a person other than the AUTHOR. This
SOFTWARE product is licensed not sold.

This license agreement applies to versions 14.0. 1 or higher of the SOFTWARE

()1 accept the agreement
(®) I do not accept the agreement
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4. Nextisto specify the target directory to which the application needs to be
installed.

Select Destination Location
Where should ServersCheck Monitoring Software be installed?

l Setup will install ServersCheck Monitoring Software into the following folder.
5

To continue, dick Next. If you would like to select a different folder, click Browse.

I :\Program Files / jtori | | Browse...

At least 45.3 MB of free disk space is required.

[ <o | text> ] [ cone

5. Start menu items are created on this step. Most users will not need to change
this.

Select Start Menu Folder
Where should Setup place the program's shortcuts?

v
Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.
| | Browse...
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6. Additional options can be configured in this step.

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing
ServersCheck Monitoring Software, then dick Next.

Additional icons:
Create a desktop icon:
[] create a Quick Launch icon

7. Aninstallation summary is then displayed before installation begins.

Ready to Install

Setup is now ready to begin installing ServersCheck Monitoring Software on your
computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.
Destination location:

C:\Program Files (x86)\ServersCheck_Monitoring

Start Menu folder:
ServersCheck\Monitoring

Additional tasks:
Additional icons:
Create a desktop icon
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8. TheFiles are then copied to the specified target directory and the
ServersCheck service will automatically be installed as a service.

s Setup - ServersCheck Monitoring Software = ©

Installing
Please wait while Setup installs ServersCheck Monitoring Software on your
computer,

Extracting files...
C:\Program Files (x86)\ServersCheck_Monitoring\static\css\metisMenu.min.css

9. Installation is completed and the Monitoring Software is ready for use.

Completing the ServersCheck
Monitoring Software Setup
Wizard

Setup has finished installing ServersCheck Monitoring Software
on your computer. The application may be launched by
selecting the installed shortcuts.

Click Finish to exit Setup.
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2.2. Things to Check before Accessing the Software

Make sure that the ServersCheck Web Server is allowed on your Windows
Firewall.

1. Access Control Panel - All Control Panel Items - Windows Firewall

@ - 1 ‘ » Control Panel » All Control Panel ltems » Windows Firewall

Help protect your PC with Windows Firewall

Control Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.

through Windows Firewall
f\'} Change notification settings . [g Private networks Not connected @
r&' Turn Windows Firewall on or =

off . f@ Guest or public networks Connected @

) Restore defaults

% Networks in public places such as airports or coffee shops
Advanced settings
&

Troubleshoot my network Windows Firewall state: On
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active public networks: ™7 PLDTHOMEDSLLINEARLINK
Notification state: Notify me when Windows Firewall blocks a new app

2. Click Allow an app or feature through Windows Firewall on the left hand side
and see if ServersCheck Web Server is allowed. If it is not allowed, proceed to
Number 3.

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? ’ @Change settings

Allowed apps and features:

Name Private  Public »

Samsung Universal Print Driver 2 Installer
Samsung Universal Print Driver 2 Installer
[ Secure Socket Tunneling Protocol
[J Secure World Wide Web Services (HTTPS)
Skype
Skype
[JSNMP Trap
SOLIDWORKS Distributed Task Scheduler
SOLIDWORKS Electrical 2017 SPO
SolidWorks PhotoView 360

|_[v] SOLIDWORKS Visualize Boost 8990

O00x®
Ooo0xOd

OO0O0O000OKK
KEKKKOKK

Details... Remove

Allow another app...
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3. Click Change Settings, then Allow another app...

Allow apps to communicate through Windows Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? @Chaﬂge settings

Allowed apps and features:

Name Private Public »

Samsung Universal Print Driver 2 Installer
Samsung Universal Print Driver 2 Installer
[ Secure Socket Tunneling Protocol

[ Secure World Wide Web Services (HTTPS)
Skype

Skype

[JSNMP Trap

SOLIDWORKS Distributed Task Scheduler
SOLIDWORKS Electrical 2017 SPO
SolidWorks PhotoView 360
SOLIDWORKS Visualize Boost 8390

RERREOIEOORO

EDDDDDDHEDDDH

SOLIDWORKS Visualize Boost 8991 N
Remove
| Allow another app... |
4. Browse through the folders where you saved the software. And select s-
server.exe from the list and add it up. And click OK.

Allow apps to communicate through Windows Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? @ Change settings

Allowed apps &
Name Select the app you want to add, or dlick Browse to find one that is not Public #
Samsung listed, and then dick OK. 0
Samsung Ul ppne.
[l Secure Sod) IEyc o ersCheck Web Server O
[ Secure Wo! O
Skype
Skype
O SNMP Trag O
SOLIDWOR
SOLIDWO
SolidWorl
SOLIDWO
SOLIDWO 2
Remove
Path: | C:\Program Files (x86)\ServersChed<_Monihor| | Browse... |
What are the risks of unblocking an app?

You can choose which network types to add this app to.

Network types... Add || Cancel |
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2.3. Upgrading the Monitoring Software

When a new version is available we advise to always upgrade your software and below are the
instructions how.

Firstis to click on the start menu and look for the ServersCheck folder, click on the dropdown
menu and choose Upgrade ServersCheck

“EVEry

ServersCheck
Release Notes

Upgrade ServersCheck

Settings
Sticky Notes

stunnel AllUsers

TeamViewer 13

Windows Accessories

Windows Administrative Tools v~
Windows Defender Secunity Center
Windows Ease of Access

Windows PowerShell

[/
i
)
<
w
B
®
v
i
Ll
B

Windows System

Lo A9 2
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Then a new pop up window will appear

Welcome

Welcome to the ServersCheck Monitoring Software updater.
This program will connect to the Intemet to find out if a new
version of ServersCheck Monitoring Software is available.

then click Next to continue.

Proceed by clicking next until the installation finishes

Please make sure that you are connected to the Intemet and

Cancel

Upgrade Available

Update Available
Click Next to update ServersCheck Monitoring Software.

installed on your system.
It is >30MB in size.

Click Next to proceed with the upgrade or Cancel to quit.

There is a newer version of the ServersCheck Monitoring Software available than the one cumently

ruell

e

Next >

Cancel
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If you have the free version or the licensed one, you need to click on YES when a pop up box
appears.

Update Warning - Read Carefully

You are about to upgrade to the latest release of the
ServersCheck Monitoring Software,

YOU MAY NEED A NEW LICENSE FILE FOR THIS VERSION

Do you accept the license agreement and do you want to
continue with the upgrade process?

Yes No

ServersCheck Monitoring Software Update

Downloading File
Please wait while the file is downloaded...

Downloading: s-alerts.exe from downloads serverscheck.com
Estimated time left: 00:17 - Transfer rate: 476.72 KB/Sec

Update Complete

Update Finished
The update program has completed the update procedure.

ServersCheck Monitoring Software was successfully updated.

Please click Close to quit.
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2.4. Accessing the Monitoring Software

To connect, open up a web browser on the computer where you installed the software.
Type inthe URL http://localhost: 1272 as the software runs on port 1272.

*You may logon locally to the server using the pre-installed web browser. By default it will open
the url http://localhost:1272. When the webserver is accessed locally, then no credentials are
required.

*You can also access the monitoring software through your network by typing in the IP address
of the computer/appliance and add :1272.
Example: http://192.168.1.1:1272.

With software version 15+ you may access the webserver via http://localhost as by default, port
80 is now supported, additional configuration is needed should you want to access the
webserver via https, which will be explained on section 6

You will be prompted with a username and password once you made a connection.

Default Username : admin
Default Password : admin

This image below shows the dashboard upon installing the software. This is the default screen of
the software.

T=mment organization lequrefla paid icznze

Y Vizw Detals 0 Viaw Detslls ]

A. Menu options - shows you the set of options to configure the software.

B. Sensors Grouped by Devices - gives you option to group sensors by devices, e.g.
Sensorgateway, Ping, DNS, etc.

C. Sensors Grouped by Groups - gives you option to group sensors by groups.

D. Sensors Grouped by Location - gives you option to group sensors by location on
certain address around the world you set for the particular device. If you do have multiple
addresses or locations to monitor.

E. License - Freeware versions are free for personal and private use only. Fo r profit
and government organization, you need to purchase a license. Clicking would be forwarded to
https://store.ServersCheck.com/ should you need to purchase a license.
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F. Devices with OK status - lists all sensors that are monitoring fine.

G. Devices with Warning status - lists all sensors that has a warning status based on
the threshold you set.

H. Devices with Down status - lists all sensors that has a down status based on the
thresholds you set.

I. Alerts - shows the alerts history of all the checks you are monitoring.

J. 10 Controls - shows a list of Sensorgateway devices that has the 1O controls and to
manually override Input/Outputs.

K. Email Alerts - For initial installation, you can immediately setup email alerts on the
software.

L. Sensors Field - shows the lists of sensors/devices including their current values and
status.

2.5. Default View for your Monitoring checks

Click Settings and then Default View

i

Natwork s Use

> Custom

Dt pamawoed] atif atww °

Contgurs °

oot Fenen

©

You can then have the option to set the default view on the home page of your monitoring
software.

& Seltngs  Default View

Settings - Default View

The cefautt view is currenty set oy GROUP.

Detau™ s et a defauit view

o FEETGEG
By Sensor Type

By Group

| ByDevice

== e |
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2.6. Choosing the Network adapter to use

Under settings click on Network to Use

@
i

Ehack Nortu Evudl At S8 N
H C
o Liptmin © [ESt ©
Saftware Licams Detaedt View A Narwork w Use
T O
Uocde ] [er (-] Confgure

o

Defirist pamuwend atid atww °

A Settngs | Network Use

Settings - Network Adapter to use

Thia option enabias you to run the manitonng and alerting processes on spacilic natwark adapters. For exampie yous ¢an configure it to run all alerting through your LTE connection and tha monitering
through your Ethernet connection. This allows you to recerve alerts even when your power or office ntemet connection i down.

For the monitoring, the systemn is configured to use this adapter: Intel(R) Wi-Fi 5 AX2C0 160MHz
Tre alerting is configured Lo use any availalie nelwork adapter &s per Windows priorty.

Monitoring - Network adapter to use

1 Intel{R) Wi-FI 8 AX200 160MHz :I
Alerting - Network adapter to use

Any adapter j
ez =

This option enables you to run the monitoring and alerting processes on specific network
adapters. For example you can configure it to run all alerting through your LTE connection and
the monitoring through your Ethernet connection. This allows you to receive alerts even when
your power or office internet connection is down.
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2.7. Setting up Email Alerts

ServersCheck Monitoring Software has the capability to escalate an alert based on user driven
configurations.

Note: If you are running an anti-virus software in your computer, make sure that you allow
the s-alerts.exe to send out emails as AV software may block it.
s-alerts.exe is located in the folder where your monitoring software is installed.

There are 2 ways to setup email from the Monitoring Software:

1. From the main Dashboard screen, click Email Alerts as shown in the image below.

Freeware version. Free for personal, private use only. Use by a for-profit or government organization requires a paid license.

A& Sensors Grouped by Type / by Devices / by Location

0

WARNING

View Details >} View Details © Vie

You have not setup yet you

DNS (1) PING (1)

OK

=) =
- Suon Aty i Ay M8 s
2ar20 l 4 0/29 @ 0/29
2 Satings ° Lodste o Not Yt Cont gund L]
Sofwmn Lo
P covic-19 [l D
Upastn < Upcars
A  Settings

Update

Covid-19

Defaut password st active ] Update © Update

Configure 5]
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ServersCheck Monitoring Software has several ways of sending emails from different server
options:

- Built-in Mail Server

- Your ISP's Mail Server or Open SMTP Server
- SMTP Mail Server

- IMAP Mail Server

- Gmail

After configuring your email settings you have the option to apply the alert to all your sensors

Email Alerts

Settings - Email Alerts

The settings below will be used for email alerting.
Running Anti-Virus software? Make sure that you allow the s-alerts.exe to send out emails as AV software may block it.

Currently 0 out of 29 sensors are configured to receive alerts via erpail.

Mail Server

= GMAIL

2.7.1. Using The Built-In Mail Server

This uses ServersCheck's free mail server to send out alerts.

1. Select Built-In Mail Server.

Settings / Email Alerts

The email settings have been saved.

Settings - Email Alerts

The settings below will be used for smail alerting.

Running Anti-Virus software? Make sure that you allow the s-alerts exe 10 send out emails as AV software may block it

Mail Server

= Built-In

From Email Address

Send Email Alert by default 10

&4

From Email Address - This is the email address used to send the alert emails from.
Send Email Alert by default to - email of the recipient.

Note: To put multiple email addresses, it needs to be separated with a comma (,) and no spaces
are allowed.
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2. Sending a Test Email.

A / Settings / Email Alerts

Settings - Email Alerts

The settings below will be used for email alerting.

Running Anti-Virus software? Make sure that you allow the s-alerts.exe to send out emails as AV software may block it.

Mail Server
E  Builtin

From Email Address

Send Email Alert by default to
(=]

Send Test Email |:EIES

Type in an email address to which you want to send the test email.

Send a test email alert

Type in an email address

ServersCheck Monitoring Software and Monitoring Appliance User Manual ver.24 (2023) 24



2.7.2. Using Your ISP's Mail Server or Open SMTP Server
Here uses an open SMTP server or ISP Mail server that doesn't require authentication.

1. Select ISP Mail Server or Open SMTP Server.

Settings - Email Alerts

The zettings below will ba used for email decting

Running Anti-Virus sofiware? Make sure that you allow the o-alerts.sxe te send out emails as AV software may block it

Mail Server

= sP

From Email Address

SMTP Server

Server Port
L

Send Email Alert by default to

= |
Use a comma when antenng muliple emal addresses. No spacse are allowec

From Email Address - This is the email address used to send the alert emails from.
SMTP Server - Input the IP address or the Domain name of the SMTP Server.
Server Port - Port number of your SMTP Server.

Send Email Alert by default to - Email address to where the email will be sent.

Note: To put multiple email addresses, it needs to be separated with a comma (,) and no spaces
are allowed.
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2.7.3. Using SMTP Server

This option uses a specific SMTP Server that requires standard username and password for
authentication.

1. Select SMTP Mail Server.

Settings - Email Alerts

The settings below will be used for email alerting
Running Anti-Virus software? Maks sure that you allow the s-alerts.exe to send out emails 35 AV software may block 1t
Mail Server

= | SMTP

From Email Address

SMTP Server

Server Port

User Name
Password

Uses TLS

OFF

Send Email Alert by default to

‘Send Test Email Back

From Email Address - This is the email address used to send the alert emails from.

SMTP Server - Input the IP address or the Domain name of the SMTP Server.
Server Port - Port number of your SMTP Server.

Username - The username of the email account you want to send from.
Password - The password of the email account you want to send from.

Uses TLS - can be turned on/off.
Send Email Alert by default to - Email address to where the email will be sent.

Note: To put multiple email addresses, it needs to be separated with a comma (,) and no spaces
are allowed.
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2.7.4. Using IMAP Server

IMAP stands for Internet Messaging Access Protocol, is an internet standard protocol used by
email clients to retrieve email messages from a mail server over TCP/IP.

1. Select IMAP Mail Server

Settings - Email Alerts

he settings below will bz used for email alerting
Running Anti-Virus software? Make sure that you allow the s-alers.exe to send out emails 35 AV software may block 1t

Mail Server

- MAP

From Email Address

IMAP Server

IMAFP Port

User Name
Password

Uses TLS

Send Email Alert by default to

From Email Address - This is the email address used to send the alert emails from.
IMAP Server - IP address or Domain name of your IMAP Server.

IMAP Port - Port number of the IMAP. Typically uses port 143.

Username - The username of the Email account you want to send from.

Password - The password of the Email account you want to send from.

Uses TLS - Can be turned on/off.

Send Email Alert by default to - Email address to where the email will be sent.

Note: To put multiple email addresses, it needs to be separated with a comma (,) and no spaces
are allowed.
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2.7.5. Using GMAIL

Here is an example of a configuration in Gmail to allow less secured apps to send emails or to
connect to their SMTP Server.

To use Gmail as a mail server, you need to have a Gmail account. You may sign up for one at
https://mail.google.com and port 25 should not be blocked by your ISP.

THINGS TO SET UP FOR GMAIL
Below are the instructions on how to set it up.

1. Logintoyour Gmail Account and access "Manage your Google Account.”

* Gmail Q. Searchin mall

inbox:

Starred =
Manage your Google Account

Snoozed
Sent © rRecommended action
| Drafts

Add another account
More

Labels

2. Onthe search bar type in "App Passwords.”

Note : Make sure that your 2-factor authenticator is enabled so that you can access the “App

Passwords”
Google Account Q  Search Google Account
Q_  app passwords| X
® Home
2RESULTS
[£5) Personal info [ = Apepasswords ]
&  Security
C® Data& privacy = Yy
®  Data & privacy
@ Security
2 People & sharing Q_  Search Help Center for "app passwords” S |iyou. Learn more
B Payments & subscriptions
Privacy & You have security
@ About personalization :

recommendations
rRecommended actions found in the

Security Checkup

See the datain your Gongle Account
and choose what activity is saved to
personalize your Google experience

Manage your data & privacy Protect your account
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3. Once you click “App Passwords” you will see this pop up message. Just click “Select
App” and choose “Other”

< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification, You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.

Select the app and device you want to generate the app password for.

Select app Select device

Select app
GENERATE

Mail

Calendar

Contacts

YouTube

Other (Custom name)

4. After you choose “Other” you may type in the name of your device or any name you
desire.

5. Once you put in the name of your device, you may now click “Generate” so that it
will generate you a password that you need to save for later.

< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification, You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.
Select the app and device you want to generate the app password for.

SensorGateway| X

GENERATE

ServersCheck Monitoring Software and Monitoring Appliance User Manual ver.24 (2023) 29



5. After you click “Generate” a pop message will appear. This is now your app
password for your device.

Important: Make sure to copy and securely store this password in your notes for future
reference. Once you close this pop-up message, the password will not be retrievable. In case you lose
it, you will need to follow the same steps again to generate a new password.

Generated app password

Your app password for your device

tezy gpyj eohp aauc

How to use it

Email
" Go to the settings for your Google Account in

securesally@gmail.com the application or device you are trying to set
up. Replace your password with the 16-
Password character password shown above.

Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember
it, so don't write it down or share it with
anyone.

DONE
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You are now ready to configure the monitoring software using your Gmail account.

1. Select GMAIL.

1 Settings ' Email Aleris

The email settings have been saved.

Settings - Email Alerts

The settings below will be used for email alerting.

Running Anti-Virus software? Make sure that you allow the s-alerts.exe to send out emails as AV software may block it

Mail Server

= GMAIL

Gmail Username

Gmail Password

Make sure that 2 factor authentication is NOT enabled for this Gmail account
Send Email Alert by default to

Send Test Email Back

Gmail Username - Username of your Gmail Account

Gmail Password - In the "Gmail Password" field, kindly retrieve and input the password that
was previously saved and paste it into the designated space provided.

Send Email Alert by default to - Email address to where the email will be sent.

Note: To put multiple email addresses, it needs to be separated with a comma (,) and no spaces
are allowed.

Note: Make sure that the 2 factor authentication is NOT enabled for your Gmail account.
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2.8. Configuring SMS

ServersCheck Monitoring Appliance and Software can send SMS Alerts using this option:

ServersCheck Premium Alerts - to be purchased with options of 100 credits or 500 credits.

Using ServersCheck Premium Alerts (SMS & Voice Call Alerts)

ServersCheck Premium Alerts is an alerting service provided by ServersCheck for SMS and
Voice Calls. It can be purchased from our webstore after you have created an account with
https://my.infrasensing.com/ with options of 100 or 500 credits.

Here is also an instructional video on how our Premium Credits work.
https://serverscheck.infrasensing.com/sensors/how-it-works.asp?item=SMS

1. Touse this following feature, you are required to have a my.ServersCheck.com
account. If you do not have one yet, you may create an account via this URL
https://my.infrasensing.com/

5] My wirasensing X +

& my.nirasensing.com

7
2. Afterloggingin, click ALERTS.
Sensor Cloud News Help Products
Sensor Cloud login > latest news from InfraSensing > Support & warranty > no products registered >
Alerts Calibrations Orders Account
a4 a - &
100 SMS credits & mail alerts > 0 active calibrations > 2 orders found > angelie tuazon@infrasensing. team [0}
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3. From this page, you have an option to Buy Credits.

.1 Alor ton
SMS History Email Alerts
viaw 5EMES nistory > frea amall aerver for base units
SMS Settings SMS credits
UID: 6AEFB00OBDO7T454 100 credits left
PIN: 80725
configuse SMS & phane numbes > buy cradite

4. You can purchase option of 100 credits (valid for 1 year) or 500 credits (valid for 3
years). 1 credit per SMS, 3 credits per voice call.

a Store Y@ Shopp rg Cart

(=]

Pack of 100 SMS credits (valid 1 year)
@ Pack of 500 SMS credits (valid 3 years)

0%

5. Once you now have available credits, go back Alerts to configure SMS & phone
numbers

® Alor tor Q
SMS History Email Alerts
wviaw SMBS nistory > frea amall nerver for base units >
SMS Settings SMS credits
UID: 6AEFB00OBDO7454 100 credits left
PIN: 80725
configuse SMS & phane numbens > buy cradits >
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! Ao . SNS )
Purchase Credits
Az UID: BAEFBO0SBDITE54 Gredits balance Registarad rumberts)
PIN: 80728 100 +630609102542
genaraIe naw Ran L > By crecits > TRRIGE MUTDES >

el ] —

Date |5 SentTo ¢ Type Message Content f
2022-11-04 14:05:57 639176203377 SMs Resendng PIN code validation SMS
2022-11-04 14:05:34 639176203377 sSMs Resending PIN code validation SMS
2022-11-04 1358:38 1639176200877 sms PN codo valldation SMS
2022-11-04 13:37:55 699176203677 sus PN sode validation SMS
2022:-11.04 13:35:25 6398001 (2642 sMs PIN code validation SMS
2022<11-04 133404 +6309176203877 SMS PIN code validation SMS
2022-11-04 13.33:25 +63917T6200677 SMs PIN code validation SMS
2022-11-04 12:41:42 1639176200877 sus PIN oodo validation SMS
2022-11-04 12:40:41 6300176203877 sus PN code valldation SMS
2022-11-04 12,3513 +839176203877 SMS PIN code valigation SMS
Showing 11 10 of 12 antries Previcus u 2 Next

6. Select a Notification Type and the Phone Number.
You may choose from the list of options:
- SMS only

- Voice only
- SMS + Voice

f | SMS | Regstersd Numbers / Add Number

Add a new phone number

Notification type

Select 2 nafification type

Phone Number

Select a country v Your phone numbes

Description

Example: Mike Phone

Alert pricing: 1 cradit par SMS sent; 3 cradits per voice call
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7. By now, you should be receiving a text message to the number you inputted and

you need to simply go to the link provided on the text message to confirm and authenticate
the phone number.

Add Recipient

Show |10 v eniries

Number

|§  Alert Type ' Description I Status Actions
+353432204424253546575TT1 SHS OnCall Activation Pending ‘R
8. After adding and authenticating the phone number as your recipient. Copy the
Alerts UID and PIN.
f o oMs 0
Purchase Credits
Alerts UID. Credils balance Registered number(s)
PR 650 —
generate new aler uid > buy cred manage numbers >
Show|10  v|entnes Searcn;
Date |F SentTo  © Type Message Content
Bl D

9. Now on the Monitoring Software, click Menu - Settings - SMS Alerts. Then select
Use the ServersCheck Premium Alert Service.

f / Ssitings © SMS Alerts

Settings - SMS Alerts

ShS alerts can be sent either via a GSM Medem or using the ServersCheck Premium Alerting Service

Currently 0 out of 20 sensors are configured to receive alerts viz SMS. Apply 1o a

SMS Option

= ‘ Fremium Alers

-
Select an SMS alerting option

Alert

Alert using a connected GSM Modem
Use the ServersCheck Premium Alert Service

PIN

Back
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10. Paste the Alerts UID and PIN you copied from your Premium Account under Alert
UID and PIN on SMS alerts option of the Monitoring Software. Then Save Settings.

11. Send Test SMS.

# ' Seitings / SMS Alerts

Settings - SMS Alerts

SMS alerts can be sent either via a GSM Modem or using the ServersCheck Premium Alerting Service
SMS Option
= Premium Alerts

Alert UID

|

PIN

Send Test SMS Back

12. You may opt to apply the settings to all your sensor by clicking on apply to all

A SMS Alerts

The sms settings have been saved.
Settings - SMS Alerts
3MS alerts can be sent either via a GSM Modem or using the ServersCheck Premium Alerting Service
Surrently 0 out of 28 sensors are configured to receive alerts via SMS, A
SMS Option
= Pramium Alerts

Alert UID
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2.9. Setting Slack Alerts

These settings will be used for sending out alert notifications to your Slack channels.

1. Go to the Slack Incoming Webhooks App and Click Sign in to Install.
You will be redirected to
https://slack.com/apps/AOF7XDUAZ-incoming-webhooks?page=1

'x"_. slack App Directory Q_ Search App Directory Browse Manage  Build Sign in

< Browse Apps

Incoming WebHooks

App Info  Settings

This app was made by Slack.
It only uses data Slack already has access to (view our Privacy Policy to learn more).

Sign In to install

App help

Terms

Categaries:

2. Ifyou already have a Slack account, enter the name of your Slack URL. If you do not
have an account yet, click Create a new workspace.

Sign in to your workspace

Enter your workspace’s Slack URL.

‘ your-workspace-ur]| ‘ .slack.com

Don't know your workspace URL? Find your

workspace

Need to get your group started on Slack? Create a new workspace
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3. Click Add Configuration.

< Browse Apps

Incoming WebHooks

App Info  Settings

This app was made by Slack.
It only uses data Slack already has access to (view ¢

Configurations

4. Select the Channel you want to send the alerts into from the drop down list. And

click Add Incoming Webhooks Integration.

/", New to Slack integrations?
Check out our Getting Started guide to familiarize yourself with the most common types of integrations, and tips to keep in

updates to our APIs.

Post to Channel

Start by choosing a channel where Choose s thannel: o
your Incoming Webhook will post
messages to.

By creating an incoming webhook, you agree to the Slack AP Terms of Service.

mind while building your own. You can also register as a developer to let us know what you're working on, and to receive future

5. From the setup screen, copy the Webhook URL

Setup Instructions |

We'll guide you through the steps necessary to configure an Incoming Webhook so you can start sending data to Slack.

Webhook URL httos://hooks.slack.com/services /]

Sending Messages You have two options for sending data to the Webhook URL above:
« Send a JSON string as the payload parameterina POST request

« Send a JSON string as the body of a POST request

For a simple message, your JSON payload could contain a tewr property at
minimum. This is the text that will be posted to the channel.

A simple example:
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6. Onthe Monitoring Software, Click Menu then go to Settings - Slack Alerts.

Not Yet Configursd

7. Paste the Webhook URL in the Settings - Slack Alerts Page of the Monitoring
Software.

# / Seftings / Slack Alerts

A test Slack message was sent to the alerting module

Settings - Slack Alerts

The settings below will be used for sending out alert notifications to your Slack channels.
To receive alerts into Slack, you need to enable the Slack Incoming Webhooks apps €.

Slack Webhook URL

Save Setlings Send Test Slack Message Back

8. Save Setting and do a Send Test Slack Message. If successful, you should be
receiving a similar message from your Slack account.

ServersCheck Alert ~rr 4.07 PM
o
SLACK TEST
Status changed to TEST on Tue Nov 28 16:08:58 2017
Test
Test Slack Message
ServersCheck Monitoring Platform  Today at 4:08 PM

9.You may opt to apply your settings to all the sensors in your software

f  Settings / Slack Alerts

Settings - Slack Alerts

The settings below will be used for serding out alert notifications to your Slack channels.
To receive alerts into Slack, you need to enable the Siack Incaming Webhooks apps @,

Currently 28 out of 20 sensors are configurad 1o receive alerts via SlacqTr 0 0 &

Slack Webhook URL
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2.10.Setting up Username and Password

You need to setup a login Username and Password for the security of your Monitoring Software
as it will be your credentials when you access the software on a separate computer.

Note: If accessing the software on a local host, it will not prompt for a Username and
Password.

1. Click Menu and go to Settings - Username & Password.

Default Username - admin
Default Password - admin

[sws 0120
[+ Not Yot Configursg [+] s o
‘ Jptate [+

Update o

Network 10 Use

Custom

Usemame / Pass

Change

Default password still active

2. Provide your new Username and Password and save settings.

Frezsviare version. Free for personal, private use only. Use by a for-profit or government organizafion requires a paid lcense.

# Seffings  UserName & Pasaword

Settings - User Name & Password

This is the username and password used for logging into this application.

User Name

l admin

Current Password

[

Enter the current password

New Password

Password Confim

Minimum of 6 characters

Username - use alphanumeric characters only
Password - minimum of 6 characters
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2.11.Activating the License of your Software

Freeware will be for personal and non-commercial use. For profit and government use, then you
need to purchase a license. License is required per system on which the software is installed.
You may contact any of our resellers or send an email to hello@ServersCheck.com for pricing.

1. Once you have purchased the license, you may activate it by clicking the Menu -
Settings - License.

A  Seitngs
.. Shck Alens Errail Alerts EMS Mecs
- v
0= 8/8 N Id 8/8 @ 8/8
° ‘ Upeiaic © upcate °
Detaull View
TYPE

. Usemname { Pass

Suppod Forem ° ‘

2. Click Show/Change License Info. A System ID will be generated with a unique
identifier based on a specific Windows computer the software is installed.

Note: The License Key only works on the computer it was issued for. Changing the installation
of the software in another computer, requires a new license key.

# / Settings / License

Settings - License

You are running the Monitoring Software v14.4.0 (Build 2019011901)

When the software is used by a for-profit or government organisation. then a paid license is required per system on which the software is installed.

[ Show / Change License Info l

System ID

(—

License Key

]

Get license key

Free Upgrades expire on

Change/Update License Back
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3. Clicking Get License Key, will redirect you to https://my.infrasensing.com/ page.
You need to Create an Account first if you do not have one yet, otherwise log in with your
registered Email Address and Password.

Email address
Password
4. GotoProducts and register your purchases.
Sensor Cloud News Care .m
& 19¢ 3
Sensor Cloud login > tatest news from ServersCheck > Care support & warranty > 4 software & 148 sensors registered >
Alerts Calibrations Orders Account
[
A A - )
5. Register the software. You need to input the InfraSensing Order Number if you
purchased directly from InfraSensing or from a Reseller.

] Products ¢ Register Harowars & Softwors o

Direct orders from ServersCheck

Cnly orders that have been shipped will be listed here. Software only order? Add It rers.

Do you have another arder number? CIak fre 10 BNBr INe Orger NLEMBr And link the PIOGLGts to your account.
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6. Afterregistering your Order, you need to Register your System ID to obtain an
activation key. The System ID can be found in the Software's License Page.

Register System ID

As of version 14.4 a System ID is required to obtain a software activation key. The
System ID can be found on the software's license page.

SKU
MON-APPLIANCE

System ID

[ System ID as can be found on the software's license page J

Only alpha numeric characters and a dash character are allowed for the System ID. Length
is 36 characters.

System Name

Optional. You can provide a name to this installation so that you can easily identify

Close Save System ID

7. Alicense key will be generated in which you can copy and paste on the Software's
License Page.

Support Upgrades Purchase
Product ¥ Name System D License Key Untul untir Date
MON- Dema BA304DE 397c3a 8 2019-09-21 2017-30-19

APPLIANCE Appliance R

Note: Once the license is activated, you need to restart the software or the PC to apply the
new license settings.

Additional Note: License Key can also be generated from your Order Page.
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2.7.1. License Agreement

This document is a legal agreement between you (either an individual or a single entity), the
"END USER," and ServersCheck BVBA, the "AUTHOR". By installing, copying or otherwise using
the enclosed SOFTWARE you agree to be bound by the terms of this license agreement. As used
in this License agreement, the term "SOFTWARE" means the SOFTWARE included on the CD,
disk media, or otherwise electronically supplied SOFTWARE provided with this License
Agreement. The term "SOFTWARE" does not include any SOFTWARE that is covered by a
separate license offered or granted by a person other than the AUTHOR. This SOFTWARE
product is licensed not sold.

This license agreement applies to versions 14.0.1 or higher of the SOFTWARE until replaced by
another license.

IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS, BEFORE INSTALLING OR
EXECUTING, COPYING, OR OTHERWISE USING THE SOFTWARE, EITHER DESTROY OR
RETURN, INTACT, THE SOFTWARE, CONTAINING THE CD OR DISK MEDIA, TOGETHER
WITH THE OTHER COMPONENTS OF THE PRODUCT TO THE PLACE OF PURCHASE.

1. PROPRIETARY RIGHTS. The SOFTWARE and any accompanying documentation are
proprietary products of ServersCheck BVBA and are protected under European and U.S.
copyright laws and international treaty provisions. You obtain no rights, title or other interests
in or to the enclosed SOFTWARE or related documentation, including any copyright, patent,
trade secret, trademark or other proprietary rights therein. Ownership of the SOFTWARE and
all copies, modifications, and merged portions thereof shall at all times remain with
ServersCheck BVBA. All copies of the enclosed SOFTWARE, in whole, or in part remain the
intellectual property of SeversCheck BVBA unless otherwise specified.

2. GRANT OF LICENSE FOR SERVERSCHECK MONITORING SOFTWARE. The SOFTWARE is
licensed to you, which means you have the right to use the SOFTWARE only in accordance with
this License Agreement. The SOFTWARE is considered in use on a computer when it is loaded
into temporary memory, or installed into permanent memory. You may not sell, license,
sublicense, transfer, assign, lease or rent (including via a timeshare arrangement) the
SOFTWARE or the license granted by this Agreement.

3.NON PERMITTED USES. Without the express permission of the AUTHOR, END USER may
not (a) use, copy, modify, alter, or transfer, electronically or otherwise, the SOFTWARE or
documentation except as expressly permitted in this License Agreement, or (b) translate,
reverse program, disassemble, decompile, or otherwise reverse engineer the SOFTWARE, or (c)
use, bundle or ship it as part of a service or a product for which the END USER receives a
financial compensation.

4. TERM. This license is effective from your date of purchase and shall remain in force until
terminated. You may terminate the license and this License Agreement at any time by
destroying the SOFTWARE and the accompanying documentation, together with all copies in
any form. You agree to cease any and all further use of the SOFTWARE. This Agreement will
terminate automatically if you breach any provision of this license agreement. Termination will
have no effect on your obligation to safeguard proprietary rights of the AUTHOR under Section
1, or disclaimers under Section 8.

5.WARRANTIES AND LIABILITY. The AUTHOR disclaims all warranties relating to this
SOFTWARE. This SOFTWARE is distributed on an "AS IS" basis without warranties of any kind,
whether expressed or implied, including without limitation any implied warranties of
merchantability or fitness for any particular purpose. The AUTHOR or his suppliers assumes no
liability for any damages, including but not limited to, special, incidental, consequential, indirect,
loss of data, loss of profit, use of SOFTWARE or similar claims, or for any other reason. Even if
the AUTHOR has specifically advised you of the possibility of such damage regardless of the
form of the claim. The END USER bears all risk as to the quality and performance of the
SOFTWARE. Should any other warranties be found to exist, such warranties shall be limited in
duration to (90) days following the date of delivery to you. In no event will the AUTHOR's or his
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suppliers' liability for any damages to you or any other person exceed the amount paid for the
license to use the SOFTWARE.

6. HIGH RISK ACTIVITIES. The SOFTWARE is not fault-tolerant and is not designed,
manufactured or intended for use or resale as on-line control equipment in hazardous
environments requiring fail-safe performance, such as in the operation of nuclear facilities,
aircraft navigation or communication systemes, air traffic control, direct life support machines, or
weapons systems, in which the failure of the Software could lead directly to death, personal
injury, or severe physical or environmental damage ("High Risk Activities"). ServersCheck BVBA
and its suppliers specifically disclaim any express or implied warranty of fitness for High Risk
Activities.

7.DISTRIBUTION & BUNDLING. The bundling of the SOFTWARE with other product(s) or
service(s), or the distribution of the SOFTWARE in any form requires the purchase of
Distribution and Bundling Agreement. Contact sales@ServersCheck.com for pricing
information.

8. MARKETING. Unless END USER submits to the AUTHOR a written request that END USER's
company and/or END USER's Web site cannot be used for marketing purposes, END USER
hereby grants to AUTHOR the right to mention END USER's company and/or END USER's Web
site as a customer site in its marketing materials, such as on AUTHOR's Web sites, in product
brochures, or in other media. Such usage may include listing END USER's Web site, linking to
END USER's Web site, and/or displaying END USER's company's logo as part of such listings or
links.

9. FREE VERSION. The use of the free version of the SOFTWARE is only allowed when in use
for personal, private use. Use by for profit organizations & government agencies requires a paid
license.

10. This License Agreement constitutes the entire agreement between you and the AUTHOR
pertaining to its subject matter. This License Agreement is governed by the laws of Belgium, and
shall benefit the AUTHOR, his Successors and assigns. Any litigation arising from this license
will be pursued only in the courts located in Leuven, Belgium.

No responsibility is assumed by ServersCheck BVBA for the use or reliability of software.

For further information: Should you have any questions concerning this Agreement, or if you
desire to contact the AUTHOR for any reason, please e-mail: hello@ServersCheck.com

Copyright 2003-2017 ServersCheck BVBA and 3rd parties.
Allrights reserved.
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3. Setting up Your First Checks

Upon installation of the software, it comes in with a default PING and DNS checks

&

Fregea verwon. Fivs of personi pilsate uvs. ondy. Use by @ Roe-prot or govememnl organizolion eguies 2 paid doome.

A Sennors Groupad by Type | by D

View Delals

Wose | Oy Locall
1 | e~
1]
o View Detain o View Delals 4] ‘

3.1. Adding ServersCheck Sensors (Environment, Power,

Security, Industrial) & Controls

1. Click Menu and select Add New Sensor.

@& Dashroard Jrivalz use only. Use by a for-profit or g
08 Sensors

y Devices. /| by Locafion
i Repors

A Aleris History
& Setlings
Add New Sensor o View Details

qui a paid license.

PING (1)
@0
0 ®0

2. Select InfraSensing Sensors

A Acd New Seract

What would you like to monitor?

I . :.:

e ‘
i == 7NN
-~ (<o) o=
[+ A\ /4
- : =
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3. Input the IP address of the SensorGateway as shown on the OLED display.

Physical Sensor

Add New Physical Sensor

The system will scan your SensorGateway and detect any connected sensor fo it

SensorGateway IP Address as shown on the OLED display

192.168.9.33

Use Default SNMP Connection Settings

® yes no, use custom settings

Control outputs on Sensorhub, 10 Dry Contact or Multi-Sensor & Hub? Or do you have a Thermal Imaging Camera connected?

® yes no
SensorGateway's Username & Password

admin

.....

Back

Use Default SNMP Connection Settings
If Yes,

default Community String - public
default Port - 161

If No,
Use the Community String set under SNMP Settings of the Sensorgateway.

If your SensorGateway is connected to a Sensorhub, 10 or Multisensor, select Yes. Then it
prompts for the SensorGateway Username and Password.

Sensorgateway's Username & Password

Default Username - admin
Default Password - admin

If the Username and Password was changed on the Sensorgateway, input the new Username
and Password to access the Sensorgateway.
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4. The following sensors connected to the Sensorgateway should automatically be

detected, and you can also modify Sensor Name and the Sensor Type. By default, all are
selected. But you can only select which sensors you wish to monitor.

Note: If there are dry contacts connected, it will have to be monitored via SNMPTRAPS and
will not show on the list

[l
Sensor Lis
Monitor
v
v

v

Sensor Name

fint Temp1

fint. Fing1 |
Jairow1 |
PowerFal |
C—
T
S
poay ]
T —
Cr—

DewPom2 |

Sensor Type
TEMPERATURE

PING

ARFLOW

POWER FAILURE

'AIRFLOW
SOUND

DEW

TEMPERATURE v

"HUMIDITY

DEW

TEMPERATURE

"HUMIDITY

DEW

~]

e

Value
299

215.00

U

0.02

0.00

PWR FAIL

LR

4307

-20.00

2606

4802

1567

26.81

6431

1967

5. Next screen should appear if you have Output controls selected. You can modify
the Control Name also.

Control ID

0

A / Add New Sensor

Physical Sensor / Remote Controls

Add Remote Control

Output contiols can ke found on the SensorHub, 10 Dry Contact sensor and the Multi-Sensor & Hub. While
You can change the name of the remote controls in this form or change it in the SensorGateway and then re-run this wizard.

Control Name

your

g remote contrals.

[ Output1

[ Output2

[ Output3

[ Output4

[ Relay1

[ Relay2
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6. If successful, the device/sensors will then be added to the database.

Freeware version. Free for personal, private use only. Use by a for-profit or government organization requires a paid license.

# / Add New Sensor / Saving Physical Sensor

Device with IP 192.168.9.33 added to the database.

SNMP credentials stored for this device

Web credentials stored for this device

7. After adding up the device and the sensors, you should be able to see it on the
Dashboard.

=|

Freeware version. Frez for personal, private use onfy. Use Dy a for-proft or govermment crganizaion reguees a paid lcenss

& Sensors Grouped by Type | by Desices oy Location

0

WARNING

Vien Delais ’ View Defails 9

ARRFLOW (3) DUST(1) HUMIDITY (2} PING {2)

0 - 0.0 . 550 s

POWER-FAIL (1 SOUND (1) TEMPERATURE {3}
@ 3100

OK 431 282  oxm
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3.2. Editing a Sensor/Check

1. Bydefault on the dashboard, all sensors are grouped by Type. Click an individual
Sensor Type. In this example, we selected Temperature.

g

Freeware version. Free for personal. mivele use wly. Use by a or-pruft or yovernment organizetion requires 2 paid ficenss

A Sensors Groupad oy Type: | by Davwes | oy Loczton

View Dafads 0 ‘

RIRFLOW (3) DEW NS (1)
o1 @ 10482
0 ®0 1. i OK

POWERFA SouUND (1) | TEMPERATURE (3)

s s

View Delals °

DUST (1) BUMIBITY (7).
o002

(R:E8 ]
@0 550 ews

oK o 431 9gp s

2. This gives you a list of all sensors with the same type.

A Senve Types | Sensecs List | Type TENPERATURE
3 5 N e

‘ View Dtiis ¢ ‘ v Getath ° ‘ Vi Detale o

Show 10 v enmes Search:

Sensor Type * Status Name Last Valus Last Check

TEMPERATURE 0K 3187 afew ceconds ago

TEMPERATURE 0K 26.87 afew seconds ago

TEMPERATURE 0K 2694 afew seconds ago
Showing 1 103 of 3 entries Pravious . Nt

3. Select anindividual sensor to open up the sensor parameters. By clicking Edit
Sensor Settings, you can then customize with several options that are further explained below.

&  Seesos  SensorExt Temp!
Sensor - Ext. Temp1
CUDTZ0IT 1245 PM ] 030720174 45PM s Devie
Location
o 5 rert by slhans E Floor Plans

T WPERATUH

xS / vpe i
Current Status K

%90 Last Chacked aminute ago
Last Value 26.87

%73
Last Emor

2.0

& Alsin Hisoeey
%60
Edit Sentce Setege
®E0
16825 16:30 16:35 18:8
1 = —
— 1 " x
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4. GeneralTab

Sensor - Ext. Temp1

Sensos Name

Ext Tempt

Sensor Iype

Device

Sensce Running

Chociing Intarval (in seconds

Sensor Name - You can customize a name for that specific sensor.

Sensor Type - Will show what type of Sensor it is.

Device - List of individual devices to which that specific sensor will be grouped under.

Sensor Running - Able to Play or Pause the monitoring of the sensor.

Checking Interval (in seconds) - Number of seconds before it gets the current value of a sensor.
Minimum - 30 seconds

Default value - 60 seconds

Delete Sensor - If you want to delete the sensor completely from the list.

5. Parameters Tab

Sensor-Ext. TampA IP address - Setting the IP address

you set for that sensor.
Community String - Handshaking

& Paramcters

IP Address used for SNMP.
192.168.033 Default - public

Community String Port - SNMP port.
public| Default - 161

= OID - You can manually input the
e OID string.

oD

1361411709511 420

Back
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6. AlertLevels Tab

Sensor - Ext. Temp1

B NertLevels
Sat sanzor in WARNING stats when A B. St semt
| al \ j ? n 7
e :
| Seasor Vake s 02 1
D. E

Setting up specific thresholds for Warning state and Down State.
Alert levels for both warning state and down state works by completing the statements:

A. First threshold level. You may select if a certain sensor is : less than (<),greater than
(>), equals (=), contains, ignore

B. Inputavalue based on what you selected on (A).
C. Youcanselect AND or OR if you want to include another specific threshold level.

D. Second threshold level. You may select if a certain sensor is : less than (<),greater
than (>), equals (=), contains, ignore

E. Inputavalue based on what you selected on (D).

Note: Example of a Warning state is if temperature value is at 44 deg C, Down state should be
configured at 48 deg C with the same settings as explained above.

7. Alert Notifications Tab

Sensor - Ext. Temp2

w1 Alert Notifications

Send Email Alerts Send SMS Alerts

® no * no

yes to the defzult email address(es) yes to the default SIS numberis)

yes o this address|es) yes to this number(s)

[=] | B

send Slack Alerts

% no

yes to the default channel

Custom Alert Meszage

Back
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Able to send Email notifications, SMS notifications or Slack Alerts if the thresholds you set are
met.

Send Email Alerts

no - If no email is to be sent

yes to default email address(es) - If to be sent to what you set under Section 2.4.
yes to this address(es) - If to be sent to specific email address(es).

Note: separator is a comma, no spaces.

Send SMS Alerts

no - If no SMS is to be sent.

yes to default SMS number(s) - If to be sent to what you set under Section 2.5.

yes to this number(s) - If to be sent to specific phone number(s).

Note: Use valid phone numbers (+ symbol and numbers only). For multiple numbers, use a
comma as a separator. For example: +180075489, +334546545

Send Slack Alerts
no - if no Slack message is to be sent.

yes to the default channel - If to be sent to what you set under Section 2.6.

Custom Alert Message - Allows you to create your own customizable message to be sent when
thereis an alert.
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3.3. Editing a Device and Adding Location

1. From the Dashboard screen, select Sensors Grouped by Devices.

=]

FrRenare SESin Free for p2sons DOVSER 43¢ G071 U520y 3 %Dl O] GRS 0YENE3IRN /BQy=E 2 030 hozree

e .|

‘ ew Detais o

DUST (1) HUMDITY &2}
e

0.0 o 550  sas

TEMPERATURE (3}

PLEY

2. Select adevice you want to edit.

& Sensors Grouped by Devices / by Type / by Location

View Details o View Details ©

192.168.9.33

3. This screen shows you all sensors that are connected within the device. By clicking
Edit Device, you can then customize with several options that are further explained below.

A Tomes Dowes BEDE Semonls

fox 10 v =i Sett
Sensor Type * Siatus Name Last Valoe Last Check

ARFLOW K Zaflo| 18 aningie ago

ARFLOW oK Aifln! 000 aminuk ago

DEW K Dev Frint! 1620 2 minykes 30
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4. GeneralTab

Device - 192.168.9.33

Device Name - You can customize a name for the Device type.

Device IP address - Setting up/editing the IP address of the device.

Device Active - Able to Play or Pause the monitoring of the device.
Locations - Able to edit the location of the device to anywhere in the world.

Delete Device - Delete a device completely from the list.

4.1. Adding alLocation > Select Add a New Location.

Edit Device 192.168.9.33 Sensors

Device - 192.168.9.33

» Genera

Device Name

[ Demo Test

Device IP Address

[ 192.168.9.33

Device Active

Locations
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Add a new location

new york

4.2. Input the details of the location. Then click Save Location. Once you have
added the location, you can now then select the Location Name from the
Dropdown menu on Locations.

Type in an address - Input specific
address where the device is
located to search. Search results
lists all the addresses from the
address you input.

Note: selecting from any of the
search results will automatically
provide the Latitude and
Longitude of the address.

Location name

Latitude

Longitude

Location Name - Providing
specific name of the location.

Latitude - You can manually input
the latitude of the address.

Longitude - You can manually
input the longitude of the address.

Location Address - You can input
the specific address of the
location.

Upon adding a location, this will
Close enable you to set up a Floor Plan
which will be explained further in
Section 3.4 of the manual.

5. SNMP Tab

Devices 192.188.9.33 Sensors / Edit Device 182.168.9.23 Sensors

Device - 192.168.9.33

Community String

Community String -
The handshake for
SNMP.

Default value - public

Port - Input the SNMP

‘ public

port.

Port

Default - 161

[ 1o

m
W
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6. Web Credentials Tab

This is for the username and password used to connect to the Sensorgateway's Web Interface.

Device - 192.168.9.33

he username and password are

Username

for

Web Credentials

connecting to the

[ aamin

Password

m
W
O

Username - The same
username used to
access the
Sensorgateway's
Web Interface.
Default - admin

Password - The same
password used to
access the
Sensorgateway's
Web Interface.
Default - admin
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3.4. Adding a Floor Plan

Upon grouping your devices by location, you also have an option to upload a floor plan wherein

you can place your sensors on that specified location.

1. Fromyour Dashboard screen, group your devices by Location.

Freeware version. Free for personal, private use only. Use by a for-profit or government organization requires 3 paid license.

A& Sensors Grouped by Type / by Devices

View Details ©

AIRFLOW (2) DEW (3) DNS (1)

0 11.9 . OK

POWER-FAIL (1) SOUND (1) TEMPERATURE (3)

OK 42 1 =T 28.7

@ 32.05
@ 26.04

2. This opens up the world map where you see all of the devices set on different

addresses.

Aonad i

g

T th Sy

Aussbbure |
* ' vemazaniue
S
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3. Clicking View Details on each of the address will show all of the status of the
devices which are normal, in warning, and down.

/faﬂt!!N&\

New York Address
w12
A0
"3

n inl (ullbw

# " Hel .( f' w m;“‘ W

i L
Jl'(' M‘ ’ "FT:‘;‘

" }I!g. ""“"‘ar

A3 i
L j ai -
e g
z / .A!l! j;~'ff:,
'"'W«uu NIy
3

4. Click Add Floor Plan.

H
i

DOWR + FoxFas I
[ them s 0 © ‘
{hirin
— o
i 3 i
AN # STUYNESA
gl , “m TN
o Ay
M f’ o3
Ve % Ay s G f P
hersicThaeg Gege ¥ ;2
s s wtinser
Mew York Address

ARFLOW(Y HIMDTTY €} PING 1] POVESRFALY)
L Al 9. oo on 920
0 ot ; 0.0 90 54.0 061 220 om 0K
SOUND 1) TEMFERATIRE (3
Bum (30}
448 gun 286 LT

Save a copy of a floor plan design in PNG file format for Temperature layer, Humidity Layer and
Flooding Layer or a single design for all.

Where to save the floor plan?

* Locate the directory where you saved the Monitoring Software.
Copy the 2D floor plan in PNG format to the /static/uploaded subfolder of your main

ServersCheck installation.
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Once you have saved a floor plan, it should appear on a list of PNG files. Select one you wish to
add by clicking on the one with the box as shown below.

# ' Map / Losations « Location New York Address ¢ Floor Plans

Add Floorplan to Location New York Address

Copy your 20 floor plan in PNG format to the /static/uploaded subfolder of your main ServersCheck instaliation.

Following 1s 3 list of PNG filzs found

5. Adding your Sensors to your Floor Plan

e Click View Floor Plan.

&  Map | Locatons = Locavon New York Address

View Details o

View Detzils
s I averive [
View larger map @ ¥ &)
~ SVARaS oG 7
Webster Hall @ i 5 STUYVESA
ston £e ' Av TOWN
ik &y
& At Fage (8
::f ; ;
he Public Theater @ MOMOTuAU REagE Bor 9 £ =
A - - = &
S oty coubessies s 02017 Googe | Termaofisa  Raoeris mapsmer

New York Address

AIRFLOW (3) DUST (1) HUMIDITY (2)

0 s : 0.0 537 i

@ 44387

TEMPERATURE (3)

@ 3205
28.7 © 2084
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e Click Edit Floor Plan.

Tiack||Fack| Rosk Fock Fiack
1 (=3 4 5

R
O ez

Rech | Fech| Rock Rk fisck
L0 s

SERERSOHECK
Sampio Serves Roor

e Place your sensors to the Floor Plan.
Floor Plan Name - you can rename the Floor plan name.

You do have options to place sensors on the Floor Plan. If you have a list of Humidity,
Temperature and Flooding Sensors, you will be able to place it on the floor plan.

- Move or place the sensors to the specific location of the floor plan.

- You can adjust the Sensor size with respect to the scale of the floor plan.

- Able to change Celsius or Fahrenheit temperature unit as the software will automatically
adjust the color zones.

- The archived maps are stored in the respective archive subfolders. For temperature, this is
/heatmaps/temperature/archive

Then click Save Sensors & View.

Sencors for TH Office

Rack fack Rack Rack Rask
1 2 S 4 3

ap<T
Om<cT

Rook | Hack Rook  Rack | Rask
L3 7 -4 9 0

SERVERSCHECK
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This should show similar as the one below.

#  Locstion TH Office  Floor Plan Floorplan

Floor Plan Fioorplan

‘ Temperature & Flooding Layer

SERVERSCHECK
Sample Server Room

If you have a Leak sensor added, it will also let you place the Leak Detection Cable on the floor

plan.

& | Location New York Address | Floor Plan Figorplan © Ediing Floar Plan

Fioor plan name
| Fioorplan

Sensors for New York Address

+ Humiday Sansors

+ Temperature Sensors

T .--..

Ficoding1

SERVERSCHECK
Sample Server Room
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You can then draw the section of the Leak sensor on the floor plan.

This should show similar to the image below.

Floor Plan Floorplan

| Temperature & Flooding Layer

|
sl il

SERVERSCHECK
Sample Server Room
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3.5. Adding a Thermal Image

If you have a Sensorgateway connected with a Thermal Imaging Camera, once you have added it

as shown in Section 3.1. It should be detected to show on the dashboard when you group

devices by location.

1. From your Dashboard screen, group your devices by Location.

Freeware version. Free for personal, private use only. Use by a for-profit or government organization requires a paid license.

A Sensors Grouped by Type / by Devices

View Details °

AIRFLOW (3) DEW (3)

0 11.9

POWER-FAIL (1) SOUND (1)
@ 4214

OK 421 ® 214

DNS (1)

OK

TEMPERATURE (3)

28.7

@ 32.05
@ 26.04

2. This opens up the world map where you see all of the devices set on different

addresses.

Tiaith Suasey

P
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3. Clicking View Details on each of the address will show all of the status of the
devices which are normal, in warning, and down.

[ WA v, ) 577 -~ b‘--.'h_\-“ $830

’v«"g"'!& - "Iml.w!(:.nm. ' L et N
| | 4
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10/ B810 I B N et

B'. [ 0TV ST R - /

i

- &y It N 3G // ,"‘ [\
| %\. .'ﬂ"l = m.::»:‘: 2 g & ‘ A0
0" <huren ‘l 3I| - ]

./ 4
Sogneal | &1 g %/ /"w.n w3

Nl IS5 Wenster £ At Siees

“"5,' \ Hat Bl/l/ Third ]

Nortt g
{
. —‘-YJ View Oetalls

“wi =~
s
A.miu 8

f)
"Uhnun réd Frs ’AS
e
, P!
matt 1o =~
Lo ™
1 f N
2 g { a y YT ERvY e bl ;’»m-.l
; : y o N o
f 4 g a o Sriyvesant Strael i
A5ty o Sl 233
T 3 2 fYTiime i0Re: S
e trong e, 8§ Yohachin: A, 'sy,,"ﬂ %7,
"9 - GaronE 7 i o AR
P = [ /o Boia % 7327 4 £

4. It should show as similar to the images below

n "
49 0
oK VIARNING
- ° i ¢ s Cenin
S— - )
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s ol il
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3.6. Controlling Outputs and Relays

After adding ServersCheck sensors shown in Section 3.1, it does gives you an option to include
1/O controls if your device has a Sensorhub, IO Dry Contact Sensor or Multi-Sensor & Hub.

Section 3.1, number 5 gives you a full list of 1O sensors. Once added, it should appear on the
Dashboard option of the software.

1. From the Dashboard screen, select 10 Controls.

m

Fracaas1eminn Faé 4 Feora] pmas (53 cely. USS by 3 460 0roft o1 Q0M FUNET) DTRATStaN QMRS 3 Pt X

-_ s

LEMK 1)

08309

135 . OK o i DRY  amr

FLOME
LUNNOSTY (1) WROTION (4 NG Q) POWERFAL (31 SHOGKIN M(l;
onnm em 0]
15.0 o un 0.0 0o 85 OK 1.0 &

SOOI ) TEMPERETLNE P, oL ity
@M

439 g 29.0 e

mmn

2200, o

2. Youwill see adrop down list of all Sensorgateway devices that you have added that
has 10 sensors.

¢ Output Controls

‘ SensorGataway Select 3 unz

Select 3 unt

3. Select to one of the Sensorgateway that you want to control the Outputs. Choose
an output or relay you wish to override.

¢ Output Controls

SensorGateway 102.168.0.33

Control Name Status

oo =n
Output2 OFF
Output3 OFF
Outputd “

Relay1 OFF
Relay2 OFF
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4. Setting up Other Check Type
4.1. Adding Checks for 3rd Party Sensors (SNMP)

This check will allow you to monitor other 3rd party SNMP sensors. Only SNMP capable devices
will be able to be added under this check.

1. Access Menu and Click Add New Sensor.

Jrvate use only. Use by = for-profit or government organization requires a paid license

y Devices | By Locstion

o View Detaiis ]

DEW (4) DNS (1)

13.0 pediai OK

MOTION (4) PING (3)

0.0 82

TEMPERATURE (5) VOLT (1)
© 22000

28.8 s 220.0 i

2. Select 3rd Party Sensors (SNMP).

A Acd New Sanser

What would you like to monitor?

InraSessing Sersors

|=|
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3. Input the IP address or Domain Name of the 3rd party sensor you want to monitor.
Use Default SNMP Connection Settings
If Yes,
default Community String used for the 3rd party device.
default Port used for the 3rd party device

If No, use custom settings
Use the Community String and port set for the 3rd party device.

V
<
Q
0
w

1

-
wm
m
=
in
o
=

Add New 3rd Party Sensor

The system will scan your third party sensor from SNMF and detsct any values

3rd Party IP Address as shown on the OLED display

Use Default SNMP Connection Settings
ye5 @ no, use custom settings
Community String

ack
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4.2. Adding Checks for Network Connections

ServersCheck Software monitors your network performance and capability.

4.2.1. Adding Ping Check

This check will perform an ICMP ping to the destination server to check if server is available for
connection. This check will send a ping command to a destination server and will retrieve the
response time.

1. Access Menu and Click Add New Sensor.

anvate use only, Use by = for-profit or government organzation requires 3 paid licenss

DEW (4) DNS (1)

13.0 pediaiis OK

MOTION (4) PING (3)

0.0 & co 82

TEMPERATURE (5) VOLT (1)
@ 3144

28.8 © 26.62 220.0 @ 22000

® 22000

2. Select Network Connections.

A Acd New Samor

What would you like to monitor?

o <
=3 :l: Eg:'.i

e : e
~ =y ame

n =7 A\ /4

e : ]
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3. Select PING.

Add New Network Sensor

Sensors to monitor your network performance and connectivity.

@® Ping

© Internet Speedtest

© Domain Name Resolution
© Domain Name Expiry

© TCP Port

4. Inputthe IP address or Domain Name you want to monitor and put a Sensor Name.
This Sensor Name will be the name that should appear on the Dashboard.

)

A ' Add New Sensor - Network Sensar / PING

Add New PING Sensor

For this sensor type, the system will perform a PING check to the remote |P and r tsr time in ms (mill 1ds).

Remota Sarver IP Address or Domain Name

[ 192 166 9.14

Sensor Name

[ Ping Test

5. Once done, it should appear as one of the monitored checks on the Dashboard.

Ei] ==

A Sensos Grouped by Type by Devices ¢ by Location

o 3 s
1 ‘1A p—
© View Details o View Detaits ]

View Detts

AIRFLOW (3) DUST (3) HUMIDITY (7) LEAK (1)

000 i 70.00'3 s DRY 2t

@ DRY

3 TEMPERATURE (28)

® 4658 ® 3075
46-2 ® 476 . 0 07?;."
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4.2.2. Adding Internet Speed test Check

Internet Speed test will check the performance of your internet connection. It performs it by

doing adownload and upload test against the closest and fastest server. 2 sensors will then be

created: Download and Upload, both reporting as Mbps.

1. Access Menu and Click Add New Sensor.

Jnvate use only, Use by 2 for-profit or government organization requires 3 paid license.

y Devices | by Locstion

o View Details

DEW (4) DNS (1)

13.0 pegiad OK

MOTION (4) PING (3)

0.0 . 82

TEMPERATURE (5) VOLT (1)

28.8 o 220.0

@ FAIL
® oK

® 22000
@ 22000

2. Select Network Connections.

A Acc New Senacr

What would you like to monitor?

e -
L . -] P7N
-~ = L e
== W

mimn o ]

3. Select Internet Speed test.

Add New Network Sensor

Sensors to moniter your network performance and connectivity.

© Ping

@® Internet Speedtest

© Domain Name Resolution
© Domain Name Expiry

© TCP Port
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4. Select a country from which to check the speed of your internet connection.

Add New Speed Test Sensor

For this sensor type. the system will check the perfermance of your internet connection.

Your Country

United States of America

5. Oncedoneg, it should appear as one of the monitored checks on the Dashboard. 2
sensor checks will be created, Upload and Download.

Fremars version, Free for sersons), prs use arly Use by 2 rproli o1 goveinment orgenizaton reqeims 2 prd | cerse

oW

A Semon Couped oy Trpe by Dmven iy Dz 5y Lonstens

View Detalz ©

a O

-

DS i1y TEMPERATURE {1)
@0

29.0 @282

OK DRY o 0Rr
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4.2.3. Adding Domain Name Resolution Check

Each web server and any host connected to the internet has a unique IP address in textual form,
translating it to an IP address. The system will perform a DNS resolution for the given domain
name, record type and against the default or specified DNS server.

1. Access Menu and Click Add New Sensor.

Jrwate use only, Use by = for-profit or government organization requires 3 paid license

y Devices | by Location

o View Details

DEW (4) DNS (1)

13.0 petiad OK

MOTION (4) PING (3)

0.0 82

TEMPERATURE (5) VOLT (1)
@ 3144

@ 22000

28.8 © 262 220.0 ® 22000

2. Select Network Connections.

A A New Serocr

What would you like to monitor?

3 i
=)
- Py
[F=1e] [ 1 ]
&= A\ J 4
I

3. Select Domain Name Resolution.

ServersCheck Monitoring Software and Monitoring Appliance User Manual ver.24 (2023)

Add New Network Sensor

Sensors to moniter your network performance and connectivity.

© Ping

© Internet Speedtest

@® Domain Name Resolution
© Domain Name Expiry

) TCP Port
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4. Provide the Settings for the DNS Sensor.

Domain Name to Resolve - Input the Domain name you intend to check. Only alphanumeric
characters, hyphen and dot symbols are allowed.

IP address the Domain should resolve to - You may provide the specific IP address you want
the domain to resolve. Or if left blank, it will resolve to any given IP.

DNS Record Type - Select on the dropdown menu for options : A, MX, CNAME, PTR or NS

DNS Server - Enter the IP address or domain name of the DNS server. Only alphanumeric
characters, hyphen, and dot symbols are allowed.

Sensor Name - Provide a name of the sensor. This Sensor Name will be the name that should
appear on the Dashboard.
Note: Only alphanumeric characters are allowed.

el

A& | Add New Sensor / Netwnrk Sensar / DNS

Add New DNS Sensor

For this sensor type. the system vrill perform a DNS resdlution for the given domain name, record type and against the defauit or spedified DNS server.

Domain Name to Resclve

Domam to resolve

Only alpha numeric characters, hyphen and dot symbols are allowed
1P Address the Domain should resolve to
Domain to resolve

leave blank to accept it to resoive to any given 1P
DNS Record Type A v

DNS Server

[ IP address or doman name of the DNS server. Entor default

Only alpha numeric characters, hyphen and dot symbols are allowed

Sensor Name

[ Provide a name for this sensor

Only alpha numeric characters are allowed for the name of a sonsor

5. Oncedone, it should appear as one of the monitored checks on the Dashboard.

A& Sensoes Grouped by Type by Devic

-
¥ View Detaits

ARFLOW (3) DEW POINT (7)

® 000 @ 1811 @ FAlL @ 004
0.00 @ 0.00 18.10 ® 1811 @ 0K © 0.4
PIN SHOCK (7) SOUND (3} TEMPERATURE (28)

® 2000 @102 © 4620 ® 3079

o1 1.00 ®.100 46.20 © 76 24.70 29

e o

HUMIDITY (7} LEAK (1)

70.00 oot DRY oo
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4.2.4. Adding Domain Name Expiry Check

For this sensor type, the software will check if the given domain name is about to expire or has
expired. It starts warning if it is within 7 days of expiry. Multiple domain names can be entered
(one per row).

1. Access Menu and Click Add New Sensor.

Jnwate use only. Use by 2 for-profit or government organization requires a paid license.

y Devices | by Locstion

—

View Detail=

DEW (4)
@ 1861

13.0 ®-

DNS (1)

OK

MOTION (4) PING (3)

82

0.0

TEMPERATURE (5)

28.8

VOLT (1)
220.0

@ 3144
® 2662

@ FAIL
@ oK

® 22000
@ 22000

2. Select Network Connections.

A Acc New Seacr

What would you like to monitor?

3 -
=)
=7 ARw
|¥=ue) Wi m
=3 A\ J 4
]

L1
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3. Select Domain Name Expiry.

Add New Network Sensor

Sensors to monitor your network performance and connectivity.

© Ping

© Internet Speedtest

© Domain Name Resolution
@® Domain Name Expiry

© TCP Port
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4. Provide the Domain Name and a Sensor Name for identification.

Domain Names - provide the IP address or the Domain Name you want to check.
Note: Multiple Domain Names can be entered (one per row)

Sensor Name - provide a specific name for the sensor for identification.

Add New Domain Name Expiry Sensor

For this sensor type. the software will check if the given domain name is about to expire or has expired.

Domain names

192.168.9.14
vayw.yahoo.com
vayu.google com|

5. Once done, it should appear as one of the monitored checks on the Dashboard.

A Sensors Grouped by Type / by Devices / by Groups / by Locations

View Details

DNS (1) DOMAIN-EXPIRY (1) DOWNLOAD (1)

FAIL e 0.0 SEE 0.0 =~

UPLOAD (1)

0.5
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4.2.5. Adding TCP Port Check

This sensor type will check if a server responds on a specified TCP port.

1. Access Menu and Click Add New Sensor.

Jrvate use only, Use by = for-profit or government organzation requires 3 paid license

y Devices | by Locstion

o View Details

DEW (4) DNS (1)

13.0 pefiand OK

MOTION (4) PING (3)
@ 0.00

0.0 ® 000 82

TEMPERATURE (5) VOLT (1)
@ 3144

28.8 ® 28582 220.0

@ FALL
® oK

® 220.00
@ 220.00

2. Select Network Connections.

A Acc New Seracr

Vifralianmiig Sanscon

|=|
;

Hartwrrn Devieno

What would you like to monitor?

e
=] ARn

=D L i

= A\ /4

E S

3. Select TCP Port.

ServersCheck Monitoring Software and Monitoring Appliance User Manual ver.24 (2023)

Add New Network Sensor
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© Ping

O Internet Speedtest

© Domain Name Resolution
© Domain Name Expiry

@® TCP Port
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4. Provide the details for the TCP port check.
Domain Name or IP address - This is the server to test the port on.

Port Number to Test - Input the numeric port number.

Add New TCP Sensor

For this sensor type. the system will check if a server responds on the specified TCP port.

Domain Name or IP Address

Server to test port on

Port Number to test

The numeric port number

‘?’ Back

5. Once done, it should appear as one of the monitored checks on the Dashboard.

View Details >}

PING (2) TCP (1)
@ FAIL

345 FAIL ® ok
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4.3. Adding Checks for Network Devices (Routers,

Switches, Printers)

This gives you option to monitor any network devices on your network. Such as Routers,

Switches, Printers, etc.

4.3.1. Adding Network Devices via Ping Check

For this sensor type, the system will perform a PING check to the remote IP and measure its

response time in ms (milliseconds).

1. Access Menu and Click Add New Sensor.

Jrivate use only. Use by 2 for-profit or govemment organization requires a paid license

DEW (4)

13.0 pediid

MOTION (4)

0.0

TEMPERATURE (5)

DNS (1)

OK o

PING (3)

82

VOLT (1)
® 22000

28.8 s 220.0 . i

2. Select Network Devices.

A A N Beneor

What would you like to monitor?

3. Select PING.

# | Add New Sensor | Network Devices

Add New Network Devices

Sensors ta monitor your natworked devices via SNMP, TCP & PING.

@ Ping
@ TCP Port
O SNMP
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4. Input the Remote Server IP address or Domain Name you want to check.

PING

Add New PING Sensor

For this sensor type. the system will perform a PING check to the remote IP and measure its response time in ms (milliseconds)

Remote Server IP Address or Domain Name

www.google.com

Back

5. You canthen provide a Sensor Name and link it to a specific device or group.

Sensor Name - Provide a name for the sensor.
Note: Only alpha numeric characters are allowed for the name of the sensor.

Device - You can select from the drop-down option of which device you want to group the
sensor.

Group - You can select from a group name from the drop-down options or you can add a new
group.

Sensor Name

Sensor Name

Provide a name for your new sensor. You can also link itto a device and group.

Sensor Name

‘ Ping device test

Device

1 Demo

Group

[ Add a new group

Back
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4.3.2. Adding Network Devices via TCP Port Check

For this sensor type, the system will check if a server responds to the specified TCP port.

1. Access Menu and Click Add New Sensor.

y Devices | by Location

View Details

anvate use only, Use by 2 for-profit or government organzation requires a paid licensa.

DEW (4)

13.0 et

MOTION (4)
@ 0.00

0.0 @000

TEMPERATURE (5)
@ 3144

28.8 © 262

DNS (1)

OK
82

VOLT (1)
® 22000

220.0 ® 22000

2. Select Network Devices.

A Aoa New Sensor

What would you like to monitor?

3. Select TCP Port.

# / Add New Sensor / Network Devices

© Ping
@® TCP Port
© SNMP

Add New Network Devices

Sensors to monitor your networked devices via SNMP, TCP & PING.
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4. Input the Domain Name or IP address and the Port Number to test.

Domain Name or IP address - Server address to test the port on.
Note - Only alpha numeric characters, hyphens and dot symbols are allowed.

Port Number to Test - Numeric port number from which to test the server.

TCP

Add New TCP Sensor

For this sensor type. the system will check if a server responds on the specified TCP port

Domain Name or IP Address

Only alpha numeric characters, hyphen and dot symbols are allowed

Port Number to test

Back

5. You canthen provide a Sensor Name and link it to a specific device or group.

Sensor Name - Provide a name for the sensor.

Note: Only alpha numeric characters are allowed for the name of the sensor.

Device - You can select from the drop-down option of which device you want to group the
sensor.

Group - You can select from a group name from the drop-down options or you can add a new
group.

Sensor Name

Provide a name for your new sensor. You can also link it to a device and group

Sensor Name

1 TCP check on port 25

Device

| 192.168.9.33

Group

Select a Group

Back
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4.3.3. Adding Network Devices via SNMP Check

The system will scan your device using SNMP and detect any numeric values.

1. Access Menu and Click Add New Sensor.

Jnvate use only, Use by = for-profit or government organzation requires 3 paid licenss.

y Devices | by Locstion

o View Detaiis o

DEW (4) DNS (1)

13.0 pediaid OK

MOTION (4)

0.0

TEMPERATURE (5) VOLT (1)
@ 3144 © 22000

28.8 ® 2662 220.0 @ 22000

2. Select Network Devices.

A Acd New Beract

What would you like to monitor?

|
e :
&= PNy

[L<ee) [ig-30

=0 A\ /4

T C R

3. Select SNMP.

# / Add New Sensor / Network Devices

Add New Network Devices

Sensors to monitor your networked devices via SNMP, TCP & PING.

© Ping
© TCP Port
® SNMP
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4. Input the IP address and the SNMP settings.
3rd Party IP address - IP address or Domain Name of the device
Use Default SNMP Connection Settings

If Yes, it uses the default setting.
If No, input the customized Community String and Port.

Add New Numeric SNMP Sensor

3rd Party IP Address as shown on the OLED display

The system will scan your device using SNMP and detect any numeric values.

[ 192.168.9.33

Use Default SNMP Connection Settings

) yes @ no, use custom settings
Community String

[ public

Port

[ 161

5. You can provide a sensor name and select which OID or sensor type to monitor.

Scanned Device

Fallowing numeric vakes were found on the system. Click the checkbax if you wanl s sensor {o be menitorsd

Monitar Sensor Name oD Sensor Type
1.3.61.4.1.17086.11.1.20 [Seloct the sensortyps v
1364.4.1.17095.11.1320 Select the sensortype ¥

° |Sound o 1.3.6.1.4.1.97095.11.22.20

1361411709611 720

13614117085320

13614117005360

13614 1170955160 Select the sensor type  +

Value
0.96
188

4214

201

1000.00
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4.4. Adding Checks for Servers (Windows & Linux)
You can have sensors to monitor your network performance and connectivity.
Installing the Windows Agent on a Windows Remote System

a. Download the Windows Agent from the link
https://ServersCheck.com/support/downloads.asp

b. Runthe windowsagent.exe and Install. You need to have administrative
privilege on the system you will install the agent.

ﬁ! windowsagent.exe

S—

c. Accept the License Agreement. And finish the installation.

r] X
i3 : : : ,

Completing the ServersCheck
Windows Agent Setup Wizard

G Setup has finished installing ServersCheck Windows Agent on

your computer.

Click Finish to exit Setup.

d. Goto Task Manager and Run the ServersCheck Windows Agent to run the
service on the background.

Eile Options View

Processes | Performance | App history I Startup I Users I Details‘ Services ‘

~

Name PID Description Status Group 2
C«,, SamSs 736 Security Accounts Manager Running

£ SCardSvr Smart Card Stopped LocalServiceA...
£ ScDeviceEnum Smart Card Device Enumeration ...  Stopped LocalSystemN...
:«; Schedule 360 Task Scheduler Running netsves

£ SCPolicySve Smart Card Removal Policy Stopped netsves

o} seclogon Secondary Logon Stopped netsvcs

7 SENS 360 System Event Notification Service  Running netsvcs

£ SensrSvc Sensor Monitoring Service Stopped LocalServiceA...
C«} ServersCheck 4732 ServersCheck Monitoring Service  Running

C«;, ServersCheck Configuration 2964 ServersCheck WebServer Service Running

- ServersCheckWindowsAgent 1840 ServersCheck Windows Agent Running i
:«;, SessionEnv Remote Desktop Configuration Stopped netsvcs

. SharedAccess 360 Internet Connection Sharing (ICS)  Running netsvcs

5 ClaallLNAIN Ad mmbimem 26N Clall Uavdisinen Netmrdine Ditimmicmm B
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Installing the Linux Agent on a Linux Remote System

a. Download the Linux Agent from the link
https://ServersCheck.com/support/downloads.asp

b. Unzipthe linuxsagent.zip file.

zip
linuxagent.zip

c. You can change the port and default password in conf.cfg file.
Default Port - 30711
Default Password - passServersCheck

d. Compile the ServersCheck.c file.

e. Linux Agent should run as a service on the background.
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4.4.1. Adding Checks for Windows Servers

This check type requires the free Windows Agent to be installed on the remote system being
monitored. The Windows Agent can be downloaded from this link -

https://ServersCheck.com/support/downloads.asp

The check will monitor CPU, Memory, Disk Space, Processes, Services or Event Logs.

1. Access Menu and Click Add New Sensor.

View Detaiis

Jrwate use only. Use by = for-profit or government organzation requires 3 paid license

DEW (4)

13.0 et

MOTION (4)

0.0

TEMPERATURE (5)

28.8 s

DNS (1)

OK

VOLT (1)

220.0 i

2. Select Servers.

A Add New Beract

What would you like to monitor?

e g e
Wasne fwtaher Freme Ty l.‘
-~ [xee] [ig-3
n =0 A\ /4
e 3 e g

3. Select Windows Servers.

A / Add New Sensor / Servers & Devices Sensor

Add New Servers & Devices

Sensors to itor your network perf and

Sensor

© Linux Servers (CPU, Memory, Disk Space. Process)
© System Uptime (SNMP)
© SNMP Numeric

™
Y

® Windows Servers (CPU. Memory, Disk Space, Services, Processes, Event Log)
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4. Input the parameters you want to monitor for the Windows Server.

Domain Name or IP Address of Windows Server - Server to monitor.

Agent Port Number - Numeric Port number you want to monitor.

Default Port - 30711

Agent Password - default is pass ServersCheck

Metric - You can select from the drop down options for the items you will monitor.

*CPU Load in %

*Free Memory in %

* Free Diskspace in % (lowest of all disks returned)
*Windows Services

*Windows Processes

*Event Log

Add New Windows Agent Sensor

This check type requires the free Windows Agent to be installed on the remote system being monitored.
The check will monitor CPU. Memory. Disk Space, Processes, Services or Event Logs.

Domain Name or IP Address of Windows Server

Agent Port Number

3071

Agent Password

Metric

[ Free Diskspace in % (lowest of all disks returned)

CPU load in %

Free Memory in %
Windows Services
Windows Processes
Event Log

5. You canthen provide a Sensor Name and link it to a specific device or group.

Sensor Name - Provide a name for the sensor.

Note: Only alpha numeric characters are allowed for the name of the sensor.

Device - You can select from the drop-down option of which device you want to group the
sensor.

Group - You can select from a group name from the drop-down options or you can add a new
group.

Sensor Name

Provide a name for your new sensor. You can also link it to a device and group

Sensor Name

[ DISK-SPACE of 192.168.9.33

Device

[ Demo

Group

Select a Group

Back
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4.4.2. Adding Checks for Linux Servers

This check type requires the free Linux Agent to be installed on the remote system being

monitored.
The Linux Agent can be downloaded from this link -
https://ServersCheck.com/support/downloads.asp

The check will monitor CPU, Memory, Disk Space or Processes state.

1. Access Menu and Click Add New Sensor.

y Devices | by Locatian

© View Detaiis

Jrwate use only, Use by 2 for-profit or government organzation requires 3 paid licenss.

DEW (4)

13.0 i

MOTION (4)

0.0

TEMPERATURE (5)
@ 3144

288 ® 2662

DNS (1)

OK

PING (3)

82

VOLT (1)
® 22000

220.0 @ 220.00

2. Select Servers.

A Add New Beract

What would you like to monitor?

I—I
0

astwork Dovicss ()

3. Select Linux Servers.
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Sensors to menitor your network performance and connectivity.

© Windows Servers (CPU. Memory, Disk Space, Services, Processes, Event Log)
{#) Linux Servers (CPU, Memory, Disk Space. Process)

© System Uptime (SNMP)

© SNMP Numeric
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4. Input the parameters you want to monitor for the Linux Server.

Domain Name or IP Address of Windows Server - Server to monitor.

Agent Port Number - Numeric Port number you want to monitor.

Agent Password - default is pass ServersCheck

Metric - You can select from the drop down options for the items you will monitor.

*CPU Load in %

*Free Memory in %

* Free Diskspace in % (lowest of all disks returned)
* Linux Processes

Add New Linux Agent Sensor

This check type requires the free Linux Agent to be installed on the remote system being monitored.
The check will moniter CPU, Memory, Disk Space or Processes state.

Domain Name or IP Address of Linux Server

l 192.168.9.14

Agent Port Number

l 30711

Agent Password

he default agent password

Metric

CPU load in %

Free Memory in %
Free Diskspace in % (lowest of all disks retumed)
Linux Processes

5. You canthen provide a Sensor Name and link it to a specific device or group.

Sensor Name - Provide a name for the sensor.

Note: Only alpha numeric characters are allowed for the name of the sensor.

Device - You can select from the drop-down option of which device you want to group the
sensor.

Group - You can select from a group name from the drop-down options or you can add a new
group.

Sensor Name

Provide a name for your new sensor. You can also link it to a device and group

Sensor Name

[ CPU of 192.168.9.14

Device

[ Demo

Group

[ None
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4.4.3. Adding Checks for System Uptime (SNMP)

This check type connects via SNMP to a device and queries its uptime in seconds.

1. Access Menu and Click Add New Sensor.

& Dashioard yivate use only. Use by = for-profit or government organization requires a paid license.

BB Senszors

y Devices | by Locatian

o View Detaiis o

DEW (4) DNS (1)
@ FALL

13.0 g OK s

lat Reports

MOTION (4)

0.0

TEMPERATURE (5) VOLT (1)
@ 3144 © 22000

28.8 ® 2862 220.0 ® 22000

2. Select Servers.

A Add New Beract

What would you like to monitor?

@l

| |
L = 7NN
= ] 0
=D h\ /4
— g J

3. Select System Uptime (SNMP).

# / Add New Sensor / Servers & Devices Sensor

Add New Servers & Devices Sensor

Sensors to meniter your network performance and connectivity.

© Windows Servers (CPU, Memory, Disk Space, Services, Processes, Event Log)
© Linux Servers (CPU, Memory, Disk Space. Process)

&) System Uptime (SNMP)

© SNMP Numeric
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4. Input the SNMP settings of the IP address you wish to query.

IP Address - The IP address of the Server you wish to query via SNMP.
Note : Only Alpha numeric characters, hyphen and dot symbols are allowed.

Community String - the handshake for SNMP.

Port - SNMP Port
Typical SNMP portis 161

Sensor XY

Add New Uptime Sensor

This check type connects via SNMP to a device and queries its uptime in seconds.

IP Address

[ 192.168.9.33

Community String

public

’ 161

Back

5. You canthen provide a Sensor Name and link it to a specific device or group.

Sensor Name - Provide a name for the sensor.

Note: Only alpha numeric characters are allowed for the name of the sensor.

Device - You can select from the drop-down option of which device you want to group the
sensor.

Group - You can select from a group name from the drop-down options or you can add a new
group.

Sensor Name

Provide a name for your new sensor. You can also link it to a device and group

Sensor Name

{ Uptime in sec of 192.168.9.33

Device

l Demo

Group

[ None

Back
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4.4.4. Adding Checks for SNMP Numeric

The system will scan your device using SNMP and detect any numeric values.

1. Access Menu and Click Add New Sensor.

Jrwate use only, Use by = for-profit or government organization requires a paid license

y Devices | fy Locstian

Alerts History
# Settings
[+ Add New Senscr
o o View Detaii=s

DEW (4) DNS (1)

13.0 pediaaid OK

MOTION (4) PING (3)

0.0 82

TEMPERATURE (5) VOLT (1)
@ 3144

® 220.00

288 ® 2662 220.0 @ 22000

2. Select Servers.

A Ak New Berac

What would you like to monitor?

3. Select SNMP Numeric.

Add New Servers & Devices Sensor

Sensors to monitor your network performance and connectivity.

© Linux Servers (CPU, Memory, Disk Space. Process)
© System Uptime (SNMP)
(&) SNMP Numeric

© Windows Servers (CPU. Memory, Disk Space, Services, Processes, Event Log)
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4. Input the SNMP settings of system you want to scan.

3rd Party IP address - IP address or Domain Name of the device

Use Default SNMP Connection Settings
If Yes, it uses the default setting.

If No, input the customized Community String and Port.

Add New Numeric SNMP Sensor

The system will scan your device using SNMP and detect any numeric values.

3rd Party IP Address as shown on the OLED display

| 192.168.9.33

Use Default SNMP Connection Settings

yes @ no, use custom settings
Community String

[ public

Port

[ 161

‘ Back

5. You can provide a sensor name and select which OID or sensor type to monitor.

Scanned Device

Folowmg numeric values were found on the system. Click the checkbax if you wanl a sensor (o be menitored.

Sensor List
Monitor Sensor Name oiD
1.3.61.4.1.17085 11.1.20
1.3.6.1.4.1.17095. 111320
- Sound DIDY 1.35.1.4.1.97095.11.22.2 0

1361411708511 720

13614117085320
13614 117095360

13614 1170955160
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e Sonsor typs

Salect the sensor typs

| Select the sensor type

Select the sensor type
Select the sensor type
Selact the sanzor type

Select the sensor type

Value
056
188
42.14

003
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4.5. Adding Checks for Websites

You can have sensors to monitor your websites and web applications.

4.5.1. Adding SSL Certificate Validity Check

For this sensor type, the system will load the certificate for the given URL and checks its validity.

If it expires within 45 days or it is expired, then an alert will be triggered.

1. Access Menu and Click Add New Sensor.

yrvate use only. Use by = for-profit or government organzation requires 3 paid license.

y Devices | by Locatian
©

DEW (4)

MOTION (4)

0.0

TEMPERATURE (5)

28.8

13.0 ®-

@ 1861

@ 3144
© 2862

DNS (1)

OK

PING (3)

82

VOLT (1)

220.0

® 22000
@ 22000

2. Select Websites.

A A New Semcr
What would you like to monitor?
B 8 &5
@
T e renn
[ o]
e . - .

3. Select SSL Certificate Validity.

Add New Website Sensor

Sensors to moniter your websites and web applications.

@® SSL Certificate Validity

© HTTP Status Code

© HTTP Header

© URL Contains

© Web page download time

ServersCheck Monitoring Software and Monitoring Appliance User Manual ver.24 (2023)

95



4. Provide the IP address or Domain Name you want to check.

Add New SSLCERT Sensor

For this sensor type, the system wil load the cerntificate for the given URL and ¢f

IP Address or Domain Name

3ack

5. Provide a Sensor Name and link it to a device or group.
Sensor Name - Provide a name for the sensor.
Device - you may select to any device from the drop down list you have created.

Group - you may add to a certain group or you can add a new group.

Sensor Name

Provide 3 name for your new sensor. You can also link it to 3 device and group

Sensor Name

Device

[ Select 3 Device

Please select an item in the list
Group

[ Select 3 Group

Flease select an item in the hist

Back
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4.5.2. Adding HTTP Status Code Check

For this sensor type, the system will load the URL. The system checks the HTTP status code
being returned and compares it to the expected status code.

1. Access Menu and Click Add New Sensor.

y Devices |ty Locstian

© View Detaiiz

& Dashbosrd Jnivate use only. Use by = for-profit or government organization requires 3 paid licenss

DEW (4)
@ 1861

13.0 ®-

MOTION (4)
@ 0.00

0.0 @ 0.00

TEMPERATURE (5)
@ 3144

28.8 © 252

DNS (1)

OK

PING (3)

82

VOLT (1)

220.0

® 22000
@ 22000

2. Select Websites.

A Add New Beract

What would you like to monitor?

3. Select HTTP Status Code.

() SSL Certificate Validity
(&) HTTP Status Code

© HTTP Header

) URL Contains

) Web page downlead time

Add New Website Sensor

Sensors to moniter your websites and web applications.
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4. Provide the URL to be checked and select an Expected Status Code from the drop

down list.

URL - Input the URL you want to check.
Expected Status Code - select a status code from the drop down list.

URL

Expected Status Code

Add New HTTP-STATUS Sensor

For this sensor type, the system will load the URL. The system checks the HTTP Status o«

Select 3 status code

200 OK

201 Moved Permanently
404 Not Found

500 Internal Server Error
100 Continue

101 Switching Protocols
102 Processing

200 OK

201 Created

202 Accepted

203 Non-zuthoritative Information
204 No Content

205 Reset Content

206 Partial Content

207 Muli-Status

208 Already Reported
300 Multiple Choicas

201 Moved Permanently
302 Found

v

Select a status code -~
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4.5.3. Adding HTTP Header Check

For this sensor type, the system will connect to the provided URL and load the HTTP Headers
returned by the webserver. It will then see if the provided text can be found in the headers.

1. Access Menu and Click Add New Sensor.

Jnvate use only. Use by = for-profit or government organization requires a paid license

y Devices | by Location

o View Detaiis o

DEW (4) DNS (1)

13.0 et OK

MOTION (4) PING (3)

0.0 82

TEMPERATURE (5) VOLT (1)
@ 3144 ® 22000

288 ® 2662 220.0 @ 22000

2. Select Websites.

A Add New Seract

What would you like to monitor?

— &=

I‘.‘I [Cxee]

CEIIB

e ° e °

3. Select HTTP Header.

Add New Website Sensor

Sensors to meniter your websites and web applications.

(O SSL Certificate Validity
O HTTP Status Code

@® HTTP Header

) URL Contains

) Web page download time

ServersCheck Monitoring Software and Monitoring Appliance User Manual ver.24 (2023) 99



4. Provide the information needed to check for the HTTP Header.

URL - Input the URL you want to check.

Text to Find in HTTP Header - Type in the text the system should find in the URL.
Alert when - choose between if above text is found or if above text is not found.
Username - Optional, if the website provided prompts for one.

Password - Optional, password for the username.

Add New HTTP-HEADER Sensor

For this sensor type, the system will cennect to the provided URL and load the HTTP Headers returned by the webserver. It will then see if the provided text can be found in the headers

URL

[ hitps:/iwwwyahoo.com

Text to find in HTTP headers

[ Test

Alert when

[ the above taxt IS found

Usemame

Password

Back

5. Provide a Sensor Name and link it to a device or group.

Sensor Name - Provide a name for the sensor.
Device - you may select to any device from the drop down list you have created.
Group - you may add to a certain group or you can add a new group.

Sensor Name

Sensor Name

Provide a name for your new sensor. You can alse link it to a device and group

Sensor Name

‘ HTTP Header for yahoo

Device

[ Demo

Group

[ None

Back
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4.5.4. Adding URL Contains Check

For this sensor type, the system will load the URL. It will scan the page to see if the given text

can be found or not.

1. Access Menu and Click Add New Sensor.

nwate use only, Use by 2 for-profit or government organzation requires a paid license.

ty Loestian

| Reports
A Alerts History

# Settings

[+ Add New Senszor

o View Detaiis

DEW (4) DNS (1)
® 18.61

13.0 ®-

MOTION (4)
@ 0.00

0.0 @ 0.00

TEMPERATURE (5) VOLT (1)
@ 3144

28.8 © %52 220.0

® 22000
@ 22000

2. Select Websites.

A A0 New Sreor

What would you like to monitor?

@

e g
Roues. Seniches, M m ’.\
-~ | o] omEn
“ | ___ev) W
e : I

3. Select URL Contains.

A / Add New Sensor / Websites

Add New Website Sensor

Sensors to monitor your websites and web applications.

) SSL Certificate Validity
© HTTP Status Code

© HTTP Header

&) URL Contains

© Web page download time
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4. Provide the information needed to check for the HTTP Header.

URL - Input the URL you want to check.

Text to Find in Web Page - Type in the text the system should find in the URL.
Alert when - choose between if above text is found or if above text is not found.
Username - Optional, if the website provided prompts for one.

Password - Optional, password for the username.

Add New HTTP-STATUS Sensor

For this sensor type, the system will load the URL. It will scan the page to see if the given text can be found or not.

URL

{ https:/iwww.serverscheck.com

Text to find in web page

[ sensors|

Alert when

l the above text IS found

Username

Password

Back

5. Provide a Sensor Name and link it to a device or group.
Sensor Name - Provide a name for the sensor.

Device - you may select to any device from the drop down list you have created.
Group - you may add to a certain group or you can add a new group.

Sensor Name

Provide a name for your new sensor. You can also link it to a device and group

Sensor Name

l URL contains for serverscheck.com

Device

[ Demo

Group

[ None

Back
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4.5.5. Adding URL Contains Check

For this sensor type, the system will download the webpage (HTML content only). Then it will

report back the download time in ms.

1. Access Menu and Click Add New Sensor.

y Devices | by Locatian

© View Details

nvate use only, Use by = for-profit or govemment organization requires 3 paid license.

DEW (4)
® 1861

13.0 ®-

MOTION (4)

0.0

TEMPERATURE (5)
@ 3144

DNS (1)

OK

PING (3)

82

VOLT (1)

@ FAIL
® oK

® 220.00

28.8 ® 2662 220.0 @ 220.00

2. Select Websites.

A A New Serace

What would you like to monitor?

| |
om0
‘7' [ —~ee] J{gi- 3
=0 A\ /4
i ° o

3. Select Web page download time.

Add New Website Sensor

Sensors to monitor your websites and web applications.

SSL Certificate Validity
HTTP Status Code
HTTP Header

URL Contains

® Web page download time
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4. Provide the URL of the page you want to check the download time.

URL - Input the URL of the page.
Username - Optional, if the website provided prompts for one.
Password - Optional, password for the username.

Add New HTTP Page Download Sensor

For this sensor type. the system will download the web page (HTML Content only). It will report back the download time in ms.

URL

[ https:/iwww.serverscheck.com

Username

| [optional: Usemame to connect to website if your URL prompts for one

Password

Optional: Password for the usemame

5. Provide a Sensor Name and link it to a device or group.

Sensor Name - Provide a name for the sensor.
Device - you may select to any device from the drop down list you have created.
Group - you may add to a certain group or you can add a new group.

Sensor Name

Provide a name for your new sensor. You can alse link it to a device and group.

Sensor Name

Serverscheck page download time

Device

‘ 192.168.9.33

Group

| None
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5. Generating Reports

ServersCheck enables users to not only create custom graphs, but also schedule them to be
refreshed at whatever rate needed.

Two ways to generate reports:

- by Sensor Names
- by Sensor Types

5.1. Generating By Sensor Names

1. Access Menu and go to Reports.

ywate use only. Use by 3 for-profit or governmant organization requires 8 pad licensze

- y Devices |/ by Location
F Settings
4+ Add New Sensor °
DEW (4) DNS (1)
@ 17.90
12.6 ®- OK

MOTION (4) PING (3)

0.0 s 81

TEMPERATURE (5) VOLT (1)
® 31.08 ® 220.00

28.6 ® 23 220.0 ® 22000

2. Click Create Report and select Add Sensors by name to the report. Type in the
name of the sensor you want to create areport.
Note: You may input multiple sensor names to be included in your report.

# / Reports / Create New Report

Create a report

To create 3 report you first need to select the sensors or sensor types to be included in the report.

1. Select the sensors or sensor types to be included in your report

® Add sensors by name to the report
© Add sensors by type to the report

Internal Temperature .«  Dew Point . Airflow

ITYF‘; 3 sensor name

ServersCheck Monitoring Software and Monitoring Appliance User Manual ver.24 (2023) 105



3. Select a Time Range for the report.

You may pre select time range for the report by:
- Past 4h
- Past 24h
- Yesterday
- Last 7 days
- Last 30 days
- This Month
- Custom Time Range

>

Reports | Create New Report

Create a report

Nows you need to specify the time range that the reports needs to be cover.

2. Time range

Select 3 time frame

Select a time frame
Fast 4h
Past 24h

Yesterday

Last 7 Days

Last 30 Days

This Month

Custom Time Range

4. Click Generate Report. This will show you a graphical data of the sensors you've
selected for reporting.

Sensors Report
FTAINT 09 AY w FDOLITIO0AY B m

The image can be saved by clicking the arrow on the upper right hand side.
The image can be downloaded as PNG, JPG, SVG or PDF.
Or the output be saved as CSV, XLSX, or JSON.

You may also provide Annotations or you can directly Print it.
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5. Saving &scheduling.

A | Reports / Save & Schedule Report
Save Report

Fill in the form below to save the report. You can also have it automatically emailed to you.

Title of your report

Type the name of your report

Report scheduling

(& Schedule report to be sent periodically via email
© Run only when needed

Email to

[ Email addresses to send report to

Send report every

[

[ hours

Start sending report on

[ 09/06/2017 1:28 PM

Title of your Report - Specify the name of your report.

Report Scheduling:
: schedule report to be sent periodically via email.

Email to - Specify the email address you want the report to be sent.

Send report every - Specify the number of hours or days for the report to be
automatically be sent.

Start sending report on - You can select a date and time for when the report starts
sending.

: Run only when needed - Will generate the report one time or only when you manually
generate it.
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5.2. Generating By Sensor Types

1. Access Menu and go to Reports

# Dashboard ywate use only. Use by 3 for-profit or governmeant organization requires 8 paxd license

y Devices / by Location

Vizw Datzils

DEW {4) DNS (1)

12.6 ! OK

MOTION (4) PING (3}

0.0 81

TEMPERATURE (5) VOLT (1)

28.6 220.0

2. Click Create Report and select Add Sensors by type to the report. Select a sensor

type from the drop down list.

A |/ Reports / Create New Report

Create a report

To create 3 report you first need to select the sensors or sensor types to be included in the report.

1. Select the sensors or sensor types to be included in your report

© Add sensors by name to the repornt
@ Add sensors by type to the report

HUMIDITY

AIRFLOW
| ampP
DEW
DOOR CONTACT
DUST
FUEL LEAK
HUMIDITY
LUMINOSITY
MOTION
POWER CURRENT(AC)
POWER FAILURE
SHOCK
SMOKE
SOUND
TEMPERATURE
voLT
WATER LEAK
WATER SPOT
WATT
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3. Select a Time Range for the report.

You may pre select time range for the report by:
- Past 4h
- Past 24h
- Yesterday
- Last 7 days
- Last 30 days
- This Month
- Custom Time Range

A |/ Reports / Create New Report

Create a report

Now you need to specify the time range that the reports needs to be cover.

2. Time range

Select 3 time frame
Select a time frame

Fast 4h
| Past2¢h
Yesterday
Last 7 Days
Last 30 Days
This Month
Custom Time Range

4. Click Generate Report. This will show you a graphical data of all sensors that has
the same Sensor Type. If you have multiple sensors with the same type, it should show on the
graph.

&) E
® R Ragont
Al HUMIDITY Sensors el
0340207 731 AM - 1G002017 731 AU - il Sl
Wit [l 2amies Wit Wit Wit Wremsor P D

= Qsinal

ot

The image can be saved by clicking the arrow on the upper right hand side.
The image can be downloaded as PNG, JPG, SVG or PDF.
Or the output be saved as CSV, XLSX, or JSON.

You may also provide Annotations or you can directly Print it.
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5. Saving & scheduling

Save Report

Filin the form below to save the regort. You can 3lso have it automatically emailed to you.

Title of your report

A |/ Reports / Save & Schedule Report

Humidity Report

Report scheduling

Email to

® Schedule report to be sent periodically vis email
© Run only when needed

Email addresses to send report to

Send report every

hours

Start sending report on

l 00106/2017 1:47 PM

Save Report

Title of your Report - Specify the name of your report.

Report Scheduling:
: schedule report to be sent periodically via email.

automatically be sent.

Email to - Specify the email address you want the report to be sent.
Send report every - Specify the number of hours or days for the report to be

Start sending report on - You can select a date and time for when the report starts

sending.

& Dashboard
88 Sensars

sl Reporis

& Aleils History
& Settings

+ ACd New Sensor

: Run only when needed - Will generate the report one time or only when you manually
generate it.

WARNING

e ‘ View Details o View Details ©
Status Name Last Value
oK Airflow 0.00
OK 2AirMlow1 0.00
OK Airflow1 0.00
oK Dew Point 18.11
OK IDew Foint1 181

S=zarch

Last Check
2 days ago
2 days ago
2 days ago
2 days ago

2 days ago
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6. Alerts History

Alerts would show on a first in first out basis.

1. Click Menu and go to Alerts History.

@ Daszhdoard

]
w

ensors

y Deviges

by Location

arivate use only. Use by 3 for-profit or government organization requires a paid licenze

DNS (1)

OK

MOTION (4)

0.0

PING (3)

81

TEMPERATURE (5)

28.5

VOLT (1)

220.0

@ 220.00
@ 22000

2. Thiswould open up a window that shows all historical alerts on any sensors/checks

you have. This gives data of the time when the alerts occurred, the Sensor Name, the event type,

the actual event that occurred, and the info.

Clicking on each of the Sensor Name would open up the graphical data of the Sensor.

0

f Aerte Hisiory
Alerts History
Seom 10 v |ertes

1D « Time Sensor Name Event Type Event

316 Ehous e | Irferma Tampeniure Stafus Change OK to YWARNING
315 1aEg0 (nemal Tampesiuz Status Change OKto VIARIING
34 2aara0 | Floadng! Status Change DOVN1o OK
313 tEEa Flodngt Stafus Change OKto DOWN
312 JarEae Jound Seess Stafus Change DOViN 1o OK
kil 33EE0 | Sound Sens: Status Change 0Kt DOWK
30 i a0 | eyl Temperziue Status Change 0Kl ViERNING
308 faEpa | Infema Tempesahurz Status Change OKto WARNING
38 dcape aund Sers: Stafus Change OKto DOWN
307 4gar 30 | DNS rsoliion s2pverchedk am Situs Change OKto DOWK

Srening 1% 10 o 0D enines

Seancx:

Ho numeso vahe e (e was

o rumzno vahe et (e vas -

Novaiizraumed

Could nat resole bost senersteck com

:IEM.SI2 14|85

[

0 | Net
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7. Adding Security to your Monitoring Software.

This section is for more advanced users to allow the software to be run on https instead of the
default port of 1272.

Default access to software is http://192.x.x.x:1272 (IP is dependent on the address the
Appliance gets)

1. First block the incoming connection on TCP port 1272 via Windows firewall.

* To access the windows firewall open any folder on the address field type in
Control Panel\System and Security\Windows Firewall.

& Windows Firewall

— v'T‘I!

ntrol Panef\System and Security\Windows Firewall

P - Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining

Allow an app or feature Internet or a network.
through Windows Firewall
9 Change notification settings l 0 Private networks
9 Turn Windows Firewall on or
off . Q Guest or public networks

9 Restore defaults

Networks in public places such as airports or coffee shops

& Advanced settings
Troubleshoot my network Windows Firewall state: On

Incoming connections: Block all connections to

* Choose “Advance settings” on the left panel.

L=

o Windows Firewall

— v N {‘ ontrol Panel\Syst¢

H
Control Panel Home

W
Allow an app or feature In

through Windows Firewall

L O Change notification settings

O Tum Windows Firewall on or
off

9 Restore defaults
& Advanced settings

Troubleshoot my network
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* Under firewall Advance Settings Highlight Inbound Rules.

‘ Windows Firewall with Advance

File Action View Help
o« nE B
‘ Windows Firewall with Advance
23 Inbound Rules
Outbound Rules

.!.L Connection Security Rules
8. Monitoring

* Click on Action and then New Rule.

‘ ‘ Windows Firewall with Advanced Se

File = Action View Help
14" =  NewRule.

@ w Filter by Profile >
“ Filter by State > Ng
: Filter by Group ?
> B Refresh
Export List..
Help

* On the next screen choose “PORT”.

‘ New Inbound Rule Wizard

Rule Type
Selact the type of frewall ule 1o ceate.

Steps:
@ Fule Type What type of rule would you like to create?
@ Protocol and Pots
@ Action ) Program
@ Profie Ruile thai controls connecbons for & program.
@ Name @® Port
Rude that controls connecbons fora TCP or UDP port
) Predefined:
Alloyn Routsr
Rule that controls connectiona for a Windows exparienca,
o
Custom nie
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* Then “TCP” and then on the option below choose Specific Local Ports and then type in 1272
and click next.

B

Protocol and Ports
Specfy the protocols and ports to which this rule applies.

Steps:

@ Rule Tyre Does this rule apply 10 TCP or UDP?

@ Protocol and Ports ® TCP

@ Action ) upP

@ Profile

@ Name Does this nule apply to all local ports or specific local pots?

() All local ports
® Specific local ports: [1272
Example 80, 443, 5000-5010

< Back Vﬁ;xt> Cancel

* Choose Block the Connection.

& New Inbound Rule Wizard
Action
Specify the action to be taken when a connecton matches the conditions spacified in the rule.

Steps:

® Rule Tyoe What action ehould be taken when a conmecticn matches the spectiied condtione?

@ Protocol and Parte

() Allow the connection
@ Action This ncludes conrections that s protected with [Psec as well as those are not
@ Frofile
e () Allow the connection if it is secure

9, This ncludes only connections that have besn authenticated by using IPsec. Connections
will bz secured using the settings in IPsec pmperties and ndes in the Connection Security
Rule node

(® Block the connection

< Back Next > Cancel
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* Put a check mark on all.

@ New Inbound Rule Wizard 4
Praofile
Specify the profiles for which this rule apples
Steps:
@ Fule Type When does this rule apply?
@ Frotocel and Ports
@ Action ] Domain
@ Profie Appliss when 2 computer 1s connected to its corporate domain,
@ Name i Private
Applies when a compuler is connecled to a privale network location, such as a home
or work place.
[ Public
Applies when 3 computer is connected to a public network location
< Back Next > Cancal
* Create a label and finish set up.
0 New Inbound Rule Wizard
Name
Specify the name and descrption of this rule
Steps:
& Rule Type
@ Protocol and Ports
@ Action
@ Prefile Name
Restricted Access
@ Name
Descriotion {optional):
Block for incomming connection to TCP 1272
<o cars

After blocking the port 1272, users will no longer be able to access the
software directly via port 1272. In which you will now need a reverse proxy

server.
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7.1. NGINX (reverse proxy server)

With the release of software version 15, we have integrated the NGINX technology into our
software. NGINX is a web server, which can also be used as a reverse proxy, load balancer, mail
proxy and HTTP cache. With NGINX, the security of the software has gone on to a higher level.

7.1.1. Configuring NGINX

You can access the configuration file on
C:\Program Files (x86)\ServersCheck_Monitoring\conf\nginx.conf

A default configuration is already made with the following feature
- website runs now on port 80 (no longer 1272)
- increased security as a lot of traffic filtering is done at the NGINX level
- static content is served by NGINX (better performance)
- ability to run it in SSL mode with custom certificates

NOTE: Advance users may configure NGINX at their own discretion, advance configuration is
not supported. More information about NGINX here (https://www.nginx.com/ )

7.2. Running the software on HTTPS mode

Advance users may apply certificates using NGINX by opening the configuration file then edit
the server block as follows

By default it runs via http mode with the code “ listen 80; “

To run HTTPS remove the # sign over the 3 lines mentioned below (HTTPS (SSL) mode on the
configuration file).

listen 443 ssl;
ssl_certificate /conf/nginx.crt;
ssl_certificate_key /conf/nginx.key;

Place your certificate and key in C:\Program Files (x86)\ServersCheck_Monitoring\conf and
then replace nginx with the name of the certificate.

Save your work, close all opened browsers, go to C:\Program Files

(x86)\ServersCheck_Monitoring
and click on the NGINX application to apply your settings.
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8. Running on Debug Mode

By running the software in debug mode we will be creating log files, log files will show the
software activities and will help in resolving issues.

8.1. Steps torunin Debug Mode

1. Since the software folder is secured, lets create the file we require on your desktop, We
do this by pressing the right click and then choosing the option “NEW* and then we click
on “Text Document”.

UOCUMEN LT
2. Next we have to rename the newly created document into “logging.on”, initially after
creating a file you can rename it right away otherwise hover your mouse over the file
and then press right click , then choose “Rename”. For comparison the file we created
initially was named “New Text Document.txt“ and we have to rename that into
“logging.on”“.

i
sttt

3. After creating the file, copy or move it over to the directory path C:\Program Files
(x86)\ServersCheck_Monitoring\logs

by | C:\Program Files (x86)\ServersCheck_Monitoring\logs

] Name Date modified Type Size

zess

=| access.log
)

|=] error.log 7 Text Document
ads S = =

[ | logging.on 10 ON File

ents | nginx.pid : PID File

4. Restartthe computer and then re open the software.

5. Go back to the directory path C:\Program Files (x86)\ServersCheck_Monitoring\logs,
you will notice 3 text files created.

ThisPC » Local Disk (C:) » Program Files (x36) » ServersCheck Monitoring > logs

[0 Name Date modified Type
| access.log 5/2020 9:42 AM Text Document 350,124 KE

[]1 =] errorlog 29/2020 11:21 AM  Text Document 2438 KB
| log_alerts.tat 0/5/2020 10:43 AM  Text Document 1KB
=| log_threadZ.na 572020 10:44 AM ext Document 3 KE
| log_watcherbt 0/5/2020 10:44 AM  Text Document 2 KB
| logging.on 10/5/2020 9:55 AM ON File KE
| ngink.pid 0/5/2020 10:36 AM  PID File 1KE
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9. Support Forum

You will be redirected to our online community forum which is managed by our Engineers and
from other users using ServersCheck products -
https://community.ServersCheck.com/categories/ServersCheck-monitoring-software

|l Reports

& Alerts Hisy
£ Satings
Usarname & Fassword
DEW PONT () NS (1) DUST 3}
® 1877
. 16.8 i 0.0
SMS Alens SHOCK [7) SOUND (3) TEMPERATURE (28)
1.0 P 49.1 23.0
License

Suppen Forurs

+ Al New Sensol

2. Youwill beredirected to
https://community.ServersCheck.com/categories/ServersCheck-monitoring-
software wherein you can create an account and post in the discussions in the forums.

& C (| @ Secure | HOOE

scheck-monitoring-softwarel

FORUM CATEGORIES FORUM DISCUSSIONS PRODUCTS SERVICES % STORE

Monitoring Software v14 and Monitoring Appliance Search
B2views 0 comments  Stajled by Administrator Juy 3
Howdy, Stranger!
Moderation on Monitoring Software 1t100ks %8 you're new nere I you want 1o get
I S 207 views 0 commarts  Starteit by Administrator  June 2015 invalved, click o of fhass butfons?
Monitoring software VERY slow over HTTPS Register
28views Ocomments Started by Dborvl  August 28
New Discussion

ServersCheck Service Configuration - An error occured
27 views (comments Started by Rnyatt13  June 15 Categories
Serverscheck SNMP V3 connection error All Categories 1.8K
52 ylowa O comments  Staed by Ghep  Apdl 10

ServersCheck Sensors 359

Daily report with values

3 views 1 comment  Most recont by Administrator  Apri 4 Wonitoring Software & 24K

Monitonng Appliance
Export Data from the Monitoring Software
A5views O comments Staned by SONIT  March 29

Monitoring Cloud Piatiorm €

) . SMS & Volce Gateway (0]
Problem with EXTERNAL monitor

7 ulews 3 comments  Most recend by PRIsrchl  Sanuasy 27 108 & Android Apps [ 10]

Password forgotten
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3. Clicking Sign In will redirect you to https://my.ServersCheck.com/. You need to
have a my.ServersCheck account for you to post a discussion.

* ServesCheck Cale U]

®, Community Support ® InfraSensing 4 ServersCheck P 4 Warranty

Discuss your uestions with fellow users g Check SUppaet StAUS 1or YoUr 7 reistersn CRECK SUPPOTT & Lpgrades siatus for your 1 Check warranty S1axss for your 2 reqisteres
IS Wnonng Suware lesnses Senson

Threads for commercial products are

mocerated by ServersCheck engineers.

Free progducts are moderates by the user |

COMMUDRY. =

wm > atress sensar suppart > w tware fenses & supg > tiats QA >

Tips:

When submitting a support ticket regarding software issues it is best to give the log files along with the software version
you are using.

For monitoring issues it is best to look at log_thread2.txt, for alerting issues it is log_alertst.txt and for general stability
issues it is best to look at log_watcher.txt.
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